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,I:L WARNING: Use of CTC Controllers and software is to be done only by
experienced and qualified personnel who are responsible for the application and use
of control equipment like the CTC controllers. These individuas must satisfy
themselves that al necessary steps have been taken to assure that each application
and use meets all performance and safety requirements, including any applicable
laws, regulations, codes and/or standards. The information in this document is given
as a general guide and all examples are for illustrative purposes only and are not
intended for use in the actual application of CTC product. CTC products are not
designed, sold, or marketed for use in any particular application or installation; this
responsibility resides solely with the user. CTC does not assume any responsibility or
liability, intellectual or otherwise for the use of CTC products.

The information in this document is subject to change without notice. The software
described in this document is provided under license agreement and may be used and
copied only in accordance with the terms of the license agreement. The information,
drawings, and illustrations contained herein are the property of Control Technology
Corporation. No part of this manual may be reproduced or distributed by any means,
electronic or mechanical, for any purpose other than the purchaser’ s personal use, without
the express written consent of Control Technology Corporation.
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1.0 Introduction

This document introduces the remote administrative features of the 5100 controller.
Thisincludes both FTP and Telnet along with details on how to remotely re-flash any
firmware within the controller. It is assumed that the user has read the Model 5100
Script Language Guide (Document 951-510003), if not it is advised that this manual
be kept handy since script commands are executed using Telnet. A general overview
of the resident Flash Disk is also provided.

1.1 Remote Administration Features Overview

With the release of 5100 firmware revision 4.05 and above, a number of new features
are available or have been enhanced. Most of these features are in the area of
communications and remote administration. Those relevant to this manual are;

» Flash Disk
0 Structured support and storage for firmware flash updates
0 Quickstep program storage and dynamic loading.
0 Recipe storage
o FTPand Tenet interface
0 Standard disk utilities
= Script language
0 Powerful commands to initialize registers, load datatables, programs,
configure the system
Executable from within Quickstep
Executable from telnet and ftp command line
Executable at power up or reset
Executable from within other script files
= Remote diagnostics and updates
0 Remote firmware updates via ftp and telnet. All firmware field
upgradeable.
0 Module firmware can be stored to flash disk for later updates.
0 Can determine contents of 5100 modules via telnet along with version
info.
o Low level logging and debug functions for CTC remote field support.

© O O0Oo

2.0 FTP and Telnet Connections

The 5100 controller supports remote connections for FTP and Telnet. These are both
industry standard protocols available on most computer platforms. Dependent on
firewall settings, these protocols can be used to access a 5100, virtually anywhere in
the world.

2.1 FTP Interface

The File Transfer Protocol FTP is a significant Internet standard for file transfer. The
current specification is contained in RFC-959. The 5100 operates as an FTP Server,


http://www.cis.ohio-state.edu/cgi-bin/rfc/rfc0959.html

implementing a sub-set of the standard for operation in a control environment, with a
minimum file system. As detailed in Section 3.0, a flash disk is resident within the
5100. The primary means to transfer datato and from the 5100 isvia FTP. You can
download, delete, or transfer files to and from the controller and have the support of a
directory architecture that resembles that found on typical computer systems.

2.1.1 Supported FTP Commands
The following FTP commands are supported by the 5100:

cd- Change to a different directory.
delete- Delete afile.

dir - Displays a directory and the amount of flash memory that is available, used
up, or deleted.

get - Copies a file from the 5100 to a local directory on your computer.
Example: get filename.ext

Is- Listsfilesin the current directory. "Is-I" is equivalent to the "dir" command.
Is“!<cmd>" — Invoke a Script Language command.

mget - Copies multiple files from the 5100 to alocal directory on your computer.
Wild cards are limited to files with the same file extension. For example, “mget
*.html” copies al .html files from the 5100’ s directory to your local directory.

mkdir - Create a new directory inside the current 5100 directory.

mput - Copies multiple files to the 5100 from alocal directory on your PC. Wild
cards are limited to files with the same file extension. For example, mput*.html
copies al .html files from your loca directory to the 5100’ s directory.

put - Copies a file from a local directory on your computer to the 5100.
Example: put filename.ext

pwd - Displays the current directory on the 5100.
quit - Quit the FTP session.

recv - This command functions the same as "get".
rmdir - Remove directory.

send - This command functions the same as "put" (only binary file transfers are
supported).



2.1.2 Establishing FTP Connections

FTP is shipped standard with UNIX, Windows 2000 and XP products. On Windows
systems it is typically invoked from the command line, although graphical interfaces
are aso available, including Internet Explorer. When invoked from the command line
the user will be prompted for a user ID and a password. To start an FTP connection
from the command line, ssimply type the following substituting the desired controller
|P address for the sample given:

ftp 192.168. 254.1

The user will then be prompted for a Username and Password. The default shipping
ID/Password is admin/BlueFusion, as shown below (Script Language * set password’
command allows the changing of the password):

User: admn
Passwor d: Bl ueFusi on

Note that in most systems the password will not be echoed to the screen for security
reasons. Failure to enter the proper User ID and Password will result in
disconnection.

o+ Command Prompt - ftp 12.40.53.200

A1:=:17 PH 2.187 readmel.txt
18:58 PH b6 .88 zales2.zip
12:=26 PH <DIR> SIBOSDK
A?:29 PM 136 site.fil
12:=27 AH <DIR> TaxBi

12:-37 AN <DIR> temp

11:=53 PH 2.952 Throttle.bak
11:53 PH 3.942 Throttle._cpp
1@8:33 PH <DIR> tmp

12:2%7 PH <DIR> IS

11:=15 AN 2,766,472 unraveledfade .mp3

i@8:59 PHM 488 vendor.fil
12:24 PH <DIR> vette
B4:38 PH <DIR> WINDOUWS

27 File{s> 8.815.685 hytes

29 Dirds> 20.826.624_ 800 hytes free

Czs>ftp 12.48.53.2808

Connected to 12.48.53_.208.

228 FTP server ready.

User €12.48.53.208:<none>?: admin
331 Password required for admin.
Pazsword:

gEE}Helcume to 5188 Blue Fusion.
i

Figure 2.0: Typical FTP Windows command line session

FTP can also be run through Microsoft Internet Explorer. The url for an FTP
connection to a Blue Fusion controller would be:

ftp://userid: password@ipAddress

Or asan example:

ftp://admin:BlueFusion@12.40.53.201



ftp://userid:password@ipaddress/
ftp://admin:BlueFusion@12.40.53.201/

Modd 5100 Remote Administration Guide

File Edit ‘Wiew Favorites Tools  Help

eﬁack - .\) I:% pSearch H’r‘* Folders v

Address

Ftp: ffadmin: BlueFusion@ 12,40,53, 201 I

Other Places

ﬁ Internet Explorer
) My Documents
I Shared Documnents
&) My Network Places

Hitting the Enter key would cause FTP access to the 5100:

File Edit ‘iew Favorites  Tools  Help

eﬁack - l\) E@ pSearch f-f__i‘ Folders -.-

other Places

& Internet Explorer

B My Documents
Iy Shared Documnents
ﬁg My Metwork Places

Double clicking the _system folder would display the lower level folders:

Control Technology Corporation 8
Document 951-510001-0001  3/03



Modd 5100 Remote Administration Guide

File Edit ‘Wiew Favorites Tools  Help

eBack = .'\__) I:% pSearch H?‘ Folders v

............................

CaFirmsare
other Places CiMessages

(1 12,40,53.201
) My Documents

I Shared Documnents
&) My Network Places

Details

To protect your password, it may be best to only enter the user ID as the URL within
Microsoft Internet Explorer. Anonymous logons are not accepted. An example using
Windows X P appears below.

ftp://userid @ipAddress
or as an example:
ftp://admin @12.40.53.201

Control Technology Corporation 9
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ftp://userid:password@ipaddress/
ftp://admin:BlueFusion@12.40.53.201/

Modd 5100 Remote Administration Guide

@Eack > I?‘ ’;' Search |I Folders v

Arddress |8 Ftp: 12.40.53. 201/

Log On As [g]

? Could not login ko the FTP server with the user name and password specified,

FTF server: 12.40,53.201

User name: | admin i |

Passwiard: | | T |

After wou log on, vou can add this server bo ywour Favorites and return bo it easily,

& FTP does not encrypt or encode passwords or data before sending them to the
server, To protect the securiby of vour passwords and data, use Web Folders
MwebDay) instead,

Learn more about using Web Folders,

[]Log on anonymoushy []5ave password

[ Log on l[ Cancel ]

Once connected in Explorer, you can move through the controller’s file system the
same way as you can your local computer. To copy files from the PC to the controller
or controller to the PC, smply drag and drop the file to the target folder. Note that if
you drag and drop on top of afolder it goes into that folder. When directed to drag
and drop things to the root directory that means on the white space beneath any listed
directories, not on top of the _system directory.

2.2 Telnet Interface

The 5100 supports a full Telnet administrative interface. Telnet is a standard internet
remote login application protocol (RFC-854) which is available on most computer
platforms. A number of standard interfaces exist, both graphical and command line.
Microsoft Windows products ship with a command line interface which can be
invoked by typing telnet at a Command Prompt. Available commands may be
displayed by typing help. Once invoked:

Control Technology Corporation 10
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e Telnet 12.40.53.200

<#% Welcome to the Blue Fuszion Adminstrator Interface ==}

Login:

Figure 2.0: Windows telnet screen

Typicaly all that is required is typing “telnet” and the ip or dns name of the desired
5100 controller. For example “telnet 12.40.53.200”, a sample screen is shown below:

. Command Prompt - telnet

Yelcome to Microsoft Telnet Client

Ezcape Character iz ‘CTRL+1'

Microzoft Telnet> help

Commands may be abbreviated. Supported commands are:

closze close current connection

display display operating parameters

open hostname [port] connect to hostname <default port 23>.
quit exit telnet

set set options <type ‘=zet ' for a list>
send send strings to server

status print status information

unset unset options <type ‘unset 7' for a li=stl
— help print help information

ft Telnet>

Figure 2.1: Telnet login screen for 5100 controller

Graphical Telnet programs are also available. One example is from MidaSoft another
would be WS_FTP from Ipswitch (www.ipswitch.com), MidaSoft is:



http://www.midasoft.com/koal a98/trial 1.htm.

Once a telnet screen is invoked and User Login and Password (admin/BlueFusion as
with FTP) sequence satisfied, numerous commands are available. These commands
are detailed in the 5100 Script Language Guide. Each Script Language command is
also accepted within FTP (Is “!<cmd>), Telnet, or as the contents of a script file.
Below is the MidaSoft screen showing the “help” screen display:

zet
& datatable <filensmex —-» Zave datatable to / system/Datatables/<filename>
date Tuesday, 12/6/2003 8:55:00 -»> Set real time clock time/date [24hr)
* password <password> —> Set new password to restrict access
register <##f#i#f> = <H#f> > Set register walues
Examples: set register 1300Z2=0
set register 1300Z-13006=0, Z0000=5, Z0005-Z0010=1Z2
reset —> Set Quickstep reset System state.
restart - Set Quickstep restart System state
running —> Set Quickstep running System state
stop —> Set Ouickstep restart System state
throttles - Set comm. throttling to control performance
<HEHHE = <HE —-> game as 'set register'
update
comn  —> Update 5102 Comm. processor / system/Firmware/comm.bin
sticks -» Update all sticks to revision level in / system/Firmware.
5130  -» Update 5130 Analog stick with / system/Firmware/5130.bin
5140  -> Update 5140 Servo stick with / system/Firmware/5140.sr
5150  -» Update 5150 Servo stick with / system/Firmware/5150.sr
[* = not implemented)

[quit or logout to exit telnet sesszion]

BluEFusian}l
Figure 2.2: Telnet graphical screen displaying help commands for 5100 controller


http://www.midasoft.com/koala98/trial1.htm

L5 12.40.53.200 - KoalaTerm 3.4 - [default.mkt : Connection to 12.40.53. 200]

¥ Connection  Edit Yiew Window  Print Transfer

D|o|@|W|&| =a| Qo Als] #| = %8| 2[H|

<** Telcome to the Blue Fusion Adminstrator Interface ** >

Login: admin
PaSSWDrd: *FrEEEEE LA S

ElusFusion/>help
<** Blue Fusion Adwinistrator Help Swmmary V1,10 *#*>

[quit or logout to exit telnet session]

cd <directory> —-> Change directory to that specified ../. works to.
delete <filensme> -> Delete & file. <path/filenswe> also legal.
dir <opt. directory> -> List all the files in the specified directory.
disshle
delbhugger -» Disshle debugger commands.
safe -» Allow Quickstep tasks to continue execution.
enszhle
debugger -» Enable debugger commands.
safe -> Halt Quickstep tasks when complete next step.
format flash —> Erase flash disk, restoring full space
et
& datatabhle <filename> -% Load dtashle / system/Datatables/<filenamex
date [get optional) —» Display real time clock time/date
register <HEHHE> -» Bead one or more registers

register <HF#H> > <filename>-> Read registers and write to output file
Examples: get register 13002
get register 13002-13006, 20000, 20005-20010 > script.ini

status —» Get current program state
throttles -» Display commn. throttle takle
wersions -» Display all firmmare wersions and stick info
CHEHERS -» zame as 'get register'
mkdir <directory> - Make a new directory.
pracl -» Display current directory path.
reset —> Reset the controller

Figure 2.3: Telnet graphical screen displaying help commands for 5100 controller, cont’'d

As can be seen from above there is an extensive assortment of commands. The above
does not include the low level debug functions available for advanced users, figure
2.4. Refer to the 5100 Script Language Guide (Document 951-510003) for more
information in this regard.



Modéd 5100 Remote Administration Guide

e 12.40.53.200 - KoalaTerm 3.4 - [default.mkt : Connection to 12.40.53.200]
B Conmection Edit Yiew ‘Window Print  Transfer

D[ |@[S] =[2| e Als]| #| =] 8] 2[M]

Figure 2.4: Telnet graphical screen displaying low level debug commands

3.0 Flash Disk

A flash disk, with an approximate size of 900K bytes, is available for general use.
The disk may be read or written during program operation, with write operations only
causing a dlight degradation in system performance. The disk appears much like that
of your typical personal computer; in fact, many of the standard commands of

Control Technology Corporation
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MSDOS™ are available for administration via telnet. Simplified administration can
be done using a number of low cost shareware ftp programs, such as FTP Voyager,
www.RhinoSoft.com. Below is a typical FTP session using a graphica
representation. Internet Explorer may also be used (section 2.1.2) and files dragged
and dropped as required from your desktop. The benefit of FTP VVoyager is you can
monitor what is actually occurring should problems occur.

= 12,40, 53,199 - FTP Voyage

Fie Bt “iew Toos Sohedus Cusss Help

Perschal St Bhaslusin w oot o Foukion ) MBMee = 9 Jdrd B o B ey [
BIES MRS T :_-; I:.-\ % & L_Tfh-'l:h = Surm : ™
hars B Ya Typm Headmd [esrrpd e
Coi_mysbem i Fridsr 101 R | 2000 A
4 ¥
= e Local Disk [C:) P P ¥ ¥ Y =
A s VPl O A 3] =
|3 #PTION o e - i 1
¥ ) assets Hare B S Tige Hodfied %
# [ BARCKELT RSN Fils Foier o122 7142 P
* ._;n_mwm jassets File Fopifsr S T00E 9% P
= I L CIBAROHELT His bzlber AT P P
) ELL ] EhmFunian Fli Faklai TSN 2 PH
: —_' 1 e g P Fusdiher B S B002 200 P
- LJDELL Fie: ke L33 932 P
i (7 Domloas !
& FESIVERS L Deeemdonrrasat File Fosldey LIZL {3002 357 PH
+ 3 106 L Doruments and Settngs Fi= Foler BI24{2002 Bi35 FH
Oy 02 T Dicwerlosds Pie: Folder TITHIOGT 11:20 M
M Fehan-2.4 ITFIVERD Fila Foidar 1127000 & 1% P
H Mo ik s Al I (0= 3E P
3 Py Dioemload Flles (o R Fibi Foskdai 1P S0 100 AM
i ¥ i rethenne 2.4 Fii: Fudibes 1 2503 P
250 od coremaned e peakhul & | Fis Rabs Cormpdstion
~OMPLEAD s TYPE &
L1E Type st o Banaty,
CCPELEAID = PORT |2, 9053, 134,873
200 B0 T commsnd succesestul,
SOPRLAND = LIET
|0 Oopesnianeg ST e sk connesction for dieectory =
26 Wolurne | Capacly - D02 Fras - 0905 Dalibad < 00
Trarefar Compishs: -
L ¥ L]
I Berd=h df] Dhrsbicn; D047 s oy

Figure 3.0: Typical FTP graphical session (FTP Voyager)

Genera usage and configuration is beyond the scope of this document but as a brief
introduction, it functions much like typical PC Windows program where the top two
window regions are for the remote 5100 device, the middle two are your local hard

Control Technology Corporation 15
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disk, and the bottom two are for display only showing current operations, command
status and file transfers. Typically the left window region (top two) is for directory
tree information and the right two is for sub-directory and file operations, exactly like
Windows Explorer.

The flash disk is made up of areserved ‘_system’ directory created at the root of the
drive; within this folder are a number of other subdirectories with special
functionality.

"|' 12.40.53.199 - FTP Yovyager

File Edit Wew Tools Schedule Qu

I Personal Sites, BlueFusion j

Ftp://12.40.53.199
=Ry
{7 Datatables
{3 Firmware
{3 Messages
(3 Programs
{3 Seripts

Figure 3.1: Graphical system directory representation

ftp> dir

2080 PORT command successful.

158 Opening ASCII mode data connection for directory "~/ _systems"
dru—ru—ru— 1 owner group BAB256 JAM 81 BB:A8 Datatahles
drw—ruw—rw— 1 owner group BBAAAA JAN 61 80:880 Firmware
dru—ru—ru— 1 owner group BEAAAA JAN A1 BB:A0 Mezsages
drw—rw—rw— 1 owvner group BBAAAA JAN 61 80:80 Programs
dru—ru—ru— 1 owner group BAEAAA JAM 81 BB:88 Scripts

226 Uolume: Capacity — 8999424 Free — 0978448 Deleted — B0@ATIZ2
Transfer Complete.

Figure 3.2. Command line

Sub-Directories:

o Datatables — All Quickstep loadable datatable images are required to be
here.

o Firmware— All modules, monitor, and communications firmware that is to
be loadable using the “update” command must be located here (see
Section 4.0).

0 Messages— The “message.ini” file, for formatted output messages must be
stored here (refer to 5100 Script Language Guide for details of its use).

0 Programs — All Quickstep programs (.dso files) should be placed here if
they are to be run from scripts or telnet commands using the “run program
gsprog.dso” type command.

0 Scripts — All system scripts, .ini files, except messages, should be placed
in this sub-directory.



Disk administrative tasks can be generally done either via FTP or telnet, supporting
the standard dir, cd, mkdir, rmdir, delete, and type commands. Directory references
use the forward slash */*, like UNIX, not the backward slash like MSDOS™, in order
to be compliant with standard ftp programs. Also note that all filenames are case
sensitive and you are limited to 79 characters total for directory and filenames,
combined.

When using the FTP graphical approach, right clicking the mouse on the relevant
window typically allows you to create your own subdirectories, while dragging and
dropping a file to a folder causes a transfer to occur and the file to be stored to the
flash disk.

B 1A 19 - FTP Moysger

Fle ESt Wiew Tooks Schedus (ueus Help
| Parsonsl Stes. Dhosusan x| Cifcanms o | FoudiCon )| Svete .| | JFd [P o2 | o0 (T &
g PecflL290.59.19 {JBack. - &3 - X | » T T Swe | T3] -
M T e | Tyge | Pocdémnd | posorphion
Ol _SestEm R Fokider LR 200 A
Synchronios Polders,., ik
TI"' Clha,
- : Commandy B I ]
: SR i SendFTP Command.. ke —
T _IH:.:'I::' =l 0 ) i:?.'p-:hm F? X o T |
3 [ i —
i _'|-:-:_v - [Merw B Sek Defagk Diechory [ Paocified | x
11T Dot and Setene | (2] 10575 &) Bl iy E |k LIJUS(2001 S0P

Figure 3.3: FTP graphical folder creation

The only exception to this is dragging and dropping either a firmware update or a
Quickstep program (.dso, .sr, sr1, and .bin file extensions), to the root directory “/”
will cause that file to be cached in dynamic ram instead of written to the flash disk
and then immediately activated upon complete transfer. If it is a Quickstep program,
the system will be stopped, the program loaded into non-volatile memory, and
restarted with the new program, if a .sr, srl, or .bin file the appropriate firmware
update will be applied. Refer to the firmware update section for any specia system
resetting required since VBIAS is turned off during an update to ensure system safety.
A telnet “reset” command must be initiated to reboot the system properly.

The flash disk must be periodicaly re-formatted if files are deleted a lot. This is
because deleted files are marked as deleted but reclaiming their space and erasing
flash is typically too time consuming in areal-time control environment. As such, the
Telnet administrative session or a script file can be setup to execute the “format flash”
command whenever needed. One nice thing of most graphical FTP programs is they
allow for directory synchronization. This meansif you keep a backup of your files at
the PC you simply have to tell the software to synchronize the folders and al data
will be restored after aformat. The available disk space may be displayed at any time
by using the “dir” command within a telnet or ftp session. The amount of space



consumed by deleted files will also be shown, refer to Figure 3.2, next to the last line
where it referenced “Deleted 0000732”, this refers to 732 bytes currently wasted by
deleted files.

As with anything that is flash based, the technology is limited to the number of write
operations you can perform before it is no longer useable. Due to this limitation you
should not perform continual writing to flash from within a program. It is really
meant to be written to a limited number of times and read as often as you like. Even
with this limitation, it is rather large, you typically have up to 100,000 erase cycles
before you can expect errors to occur. This should be more than sufficient for any
operation. Note that when transferring firmware updates and Quickstep files to the
system root directory no flash write operations occur.

4.0 Firmware Updates and Version Control

All 5100 Firmware is field upgradeable via an Ethernet FTP connection. This
typically consists of transferring either a binary (.bin) or S Record (.sr and .srl) fileto
the controller. There are numerous different files available, each to update differing
functionality and modules. Filenames used are created as follows and are case
sensitive:

[base name] V [revision, ###].[file type extension]
Where ### isthe revision leve of the firmware.

BF5100V##H##HH#.or 1 — Main Quickstep operating environment firmware, typicaly
1.5 meg S record file which can not be stored directly to the flash disk due to its large
size. Placeonly in flash disk root directory for immediate update.

com5100V##H#.bin — Main board communications controller firmware (Atmel),
about 2K binary file.

5130V ###H.bin — Analog Input Module firmware, about 3K binary file.
5131V###H.bin — Anaog Input Module firmware, about 3K binary file.
5132V ###H.bin — Analog Output Module firmware, about 3K binary file.
5140V ##HH#.sr — Servo Module firmware, about 350K S Record file.
5150V ###H.sr — Stepper Module firmware, about 350K S Record file.

mMon5100V##HH#.sr — Main board CPU boot monitor file, rarely updated, about 100K
S Record file.

File transfers to the root directory of the 5100 file system are temporarily stored in
dynamic memory and then immediately begin re-flashing the appropriate module



(refer to Section 3.0). Small firmware files can be stored on the flash disk in the
/_system/Firmware sub-directory to allow updating of modules viathe telnet “update”
script command, at any time. Quickstep programs are automatically stopped during
re-flash operations and once all firmware is updated a “reset” command must be
initiated to re-activate VBIAS and restart the application program.

Note: Upon initiating a firmware update the 5100 FAULT LED will provide the
following visual feedback:

1. FHash once then turn off during the erase cycle.

2. Rapidly flash at different rates as blocks are programmed.

3. Flash 3times at completion to signify the flash has been programmed
correctly.

Once firmware has been updated and the unit reset, it is best to observe the current
revison levels of firmware to confirm that the modules updated are operating
properly. This can be done by issuing the telnet “get versions’ script command.

As an example, the following shows the process of updating the 5100 main board
communications controller chip with a file called “com5100V0109.bin". There are
two approaches. If you are near the unit you may simply invoke an FTP session and
send the *com5100Vv0109.bin” file to the root directory:

ftp> dir

288 PORT command succeszzful.

158 Opening ASCITI mode data connection for directory "
dru—ruw—rw— 1 owuner group BABZSE6 JAN B1 27:19 _system

226 Uolume: Capacity — 8997424 Free — 07768008 Deleted — BBBEHHAA .
ftp- 55 butes received in B.B1S5econds 5.58Kbytessec.

ftp» send c:~5180%~con5188UH10%7 .bin
200 PORT command successful.

158 Opening Binary data connection for comS51@80UBA1H87.bhin Flazh ROM loading.
226 Programming Complete.

ftp- 1236 bhytes sent in B.BBS%econds 1236008.00Kbytes sec.
ftp>

Figure 4.0: Sending com5100V0106.bin to root directory for re-flash viaFTP

You will notice the FAULT LED rapidly flashing and then stopping. Although the
controller is still functional it is typically recommended that either power be cycled or
areset command be initiated prior to use. From FTP thiswould be Is “!reset”. Note
the double quotes are required and connection would be lost since the watchdog timer
will force areset.

A better way to do an update is to have the “com5100V0109.bin” (or other image
file) stored on the flash disk in the /_system/Firmware subdirectory. Then invoke
Telnet and issue the ‘update’ command. In addition to the flashing FAULT LED you
will get descriptive feedback during the re-flash process and if an error occurs it will
be displayed.



First begin with storing the file to the / system/Firmware directory. Using the
graphical FTP interface is simply a drag and drop but the command line interface is
shown below for more detailed information:

ftpr dir

208 PORT command successful.

158 Opening ASCII mode data connection for directory “~/_system-sFirmuare"
226 Volume: Capacity — @999424 Free — A997716 Deleted — ABAAAAEA.

ftp* zsend comS1AAUALAYT _hin

2080 PORT command successful.

158 Opening Binary data connection for comS188UB187.hin

226 Tranzfer complete.

ftp: 1236 bhytez szent in B.080%econds 12360008.88Kbytez sec.

ftpr dir

200 PORT command successful.

158 Opening ASCII mode data connection for directory “~_systemsFirmuare-'
—pru—ru—rw— 1 owner group BA1236 MAR A4 B@:25 conS188UA187 .hin

226 Uolume: Capacity — H97977424 Free — 8976008 Deleted — BHABRAEAA .

Etp; 64 bhytes received in B.@1Seconds 6.48Khytes-sec.

t

Figure 4.1: Transfering com5100V0106.binto/ system/Firmware directory

Now invoke a Telnet session and run the * update com5100V 01096.bin" command:

[ Command Prompt - telnet 12.40.53.201

<% llelcome to the Blue Fusion Administrator Interface x>

Login: admin
Pas=word: oo oo

BlueFusion/update comS51H@BUA18T _bhin
Atmel Communications Re—Programming:
Flazhing COMHM. ..

Processor Tupe 1 found.

Head EEPROM. ..

Eraze Chip...

Urite Data...

Uerify Data...
Write back EEPROM settings...
Uerify EEFROM. ..

Programming Complete.

BlueFusions >

Figure 4.2: Updating com5100V0106.bin from Telnet

Note that there will be a several second delay after the “Programming Complete”
message and the return of the “BlueFusion>" prompt, thisis normal and your FAULT
LED may flash 3 times during this period. Now re-flash any other firmware you
desire, and then enter the ‘reset’ command, which will cause your connection to be
dropped since the unit is essentially rebooted.

When re-flashing the main program, “BF5100V #####H.sr1”, the process is the same
as depicted in figure 4.0. You simply connect to the 5100 via ftp, don’t change
directories and issue the command “send BFS100V####H##.sr1” ; this assumes the file



exists in the directory where you invoked ftp. The file will be transmitted to dynamic
ram with the normal Quickstep program running in the background. Once properly
loaded the Quickstep program will be halted and you will see LED 2 flicker for about
20 seconds as the file integrity is confirmed, then off for several seconds, flash once,
delay, then flash rapidly while re-programming the unit. DO NOT POWER OFF
during this time period. After about 40 seconds the rapid flashing will stop and the
controller will reset itself, in about 5 seconds the program will restart automatically
and you will be back online and operational. No power cycling is needed. Should
you loose power during reprogramming or not be able to proceed, refer to the 5100
Bootloader Installation Guide (Document 951-510005).

Note: Anytime that firmware is replaced within the controller a backup of the flash
disk and any resident Quickstep program should be made, if it does not already
exist elsewhere. Although loss is unlikely, it is still possible should power failure
occur.
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