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AB. WARNING: Use of CTC Controllers and software is to be done only by
experienced and qualified personnel who are responsible for the application and use
of control equipment like the CTC controllers. These individuals must satisfy
themselves that all necessary steps have been taken to assure that each application
and use meets all performance and safety requirements, including any applicable
laws, regulations, codes and/or standards. The information in this document is given
as a general guide and all examples are for illustrative purposes only and are not
intended for use in the actual application of CTC product. CTC products are not
designed, sold, or marketed for use in any particular application or installation; this
responsibility resides solely with the user. CTC does not assume any responsibility or
liability, intellectual or otherwise for the use of CTC products.

The information in this document is subject to change without notice. The software
described in this document is provided under license agreement and may be used and
copied only in accordance with the terms of the license agreement. The information,
drawings, and illustrations contained herein are the property of Control Technology
Corporation. No part of this manual may be reproduced or distributed by any means,
electronic or mechanical, for any purpose other than the purchaser’s personal use, without
the express written consent of Control Technology Corporation.

The information in this document is current as of the following Hardware and Firmware
revision levels. Some features may not be supported in earlier revisions. See www.ctc-
control.com for the availability of firmware updates or contact CTC Technical Support.

Model Number Hardware Revision | Firmware Revision
5200 All Revisions >=5.00.32
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CHAPTER

Introduction

This document provides details about Data Logging and FTP Client file
transfer capabilities resident within the 5222 series controllers. The
5222 is an enhanced version of the 5220, consisting of greater memory
capacity, internal web server, ftp client, and logging, as detailed below:

Controller
Feature

> | 5220

FTP
Server
FTP
Client
Web X
Server
Data
Logging
CT
webHMI

XX X )] K| 5222

It is suggested that a thorough understanding of the following guides be acquired prior to
using the features within this document:

=  Model 5200 Remote Administration Guide (Document #951-520001)
=  Model 5200 Script Language Guide (Document #951-520003)
=  Model 5200 Communications Protocol Guide (Document #951-520002)
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Data Logging

CHAPTER

Data Logging, on a 5200 controller, consists of the process of
periodically recording collected information in a pre-determined file
format. Data may consist of any combination of register contents, a data
table cell, time/date information, and/or constant string text. Data is
logged in a record format derived from a definition file called ‘log.ini’.
This definition file lists all the logging record formats required, each
individually selectable at run-time.

Logging Controller Setup
Since Data Logging causes a file to be re-opened, during each write operation, and
records appended, a FLASH disk is not supported, only NVRAM. Once a NVRAM disk

is created it is referenced as a virtual sub-directory called ‘data’, residing within the
/_system/Messages FLASH directory.

RAM Disk Creation

Any non-volatile NVRAM may be used as the NVRAM disk. NVRAM disks are
accessed exactly as FLASH disks, with the additional feature of reopening and
appending. To view available memory, issue the ‘memory ram’ command via Telnet

session:

BElueFusions>memory ram
MURAM 32 Bit
HURAM 32 Bit
MURAM 32 Bit
HURAM 32 Bit

MURAM 32 Rit
SDRAM 32 Bit
Ead

BlueFusion/»

AxA4064000-0:A41 FFFF F
BxB4408000-B8B45FFE 11
AxA4600000-0x047FFEF F
AxR4800000-BcA4E F 1T
AxA4a00000-0xA4hffFFF
BxB62dB000-BxB6F FFFFF

1687552 Bytes
2897152 Bytes
2897152 Bytes
2897152 Bytes
2897152 Bytes
13828876 Bytes

Depending on the configuration of the controller a number of regions can be seen. Any
consecutive memory region of the same width may be used. For example 0x04064000 —
0x04 11fftf is available or a larger consecutive block, 0x04400000 — 0x04bfffff.



The ‘mount’ command, detailed in the Model 5200 Remote Administration Guide
(Document #951-520001) is used to create the disk as part of the root directory. For
example, to summarize the commands necessary to create a 4M NVRAM disk called
‘ramdisk’ starting at 0x04400000:

BlueFusions»dir
dru—rw—rw— B owner group BAA256 HOU 29 21:83 _sustem
UJolume:=: Capacity — 3931928 Free — 3197848 Deleted - 8872960,

BlueFusion/*mount HBxA4400000 4000BBA ramdisk
SUCCESS: Mount completed,. formatting reguired if new drive.

BlueFusions»dir
w— B owner group BAB256 HOU 29 21:03 _sustem
) 1 owner group 3749768 DEC AY 15:38 ramdiszk
Capacity — 3931920 Free — 319276848 Deleted — BAY2?60H.

BlueFusions»*cd ramdisk
SUCCESS: cd command successful.

BlueFusionsramdisk->»dir
Jolume:=: Capacity — 3749768 Free — 37495280 Deleted — BBAAAAH.

BlueFuszionsramdisk-*format disk
Formating disk...
SUCCESS: Di=zk formated successfully.

BlueFuszionsramdisk->200726=1
28060%6 = 1

BlueFusionsramdisk->reset

E——“ The controller needs to be rebooted after storing a 1 to register 20096, making the
mount permanent. The ‘reset’ command is shown being used above, for rebooting.
Never turn the controller off during a disk write operation as this may result in unstable
operation.

Virtual Directory Creation

Log files are expected to exist in a virtual directory linked to the /_system/Messages
FLASH directory, called ‘data’. This allows you to reference the main flash disk file
structure but in actuality be redirected to a NVRAM disk of your choice and size. The
‘mount’ command is used to create a virtual directory. Reference the Model 5200
Remote Administration Guide. In summary, the following example is used:

BlueFusion/>mount “'/_systens/Messzagessdata" "“"ramdizk"
SUCCESS : mount completed.

BlueFusion/>»dir

druv—ru—rw— B owner group BEE256 HOU 29 21:83 _=system
drv—rw—ru— 1 owner group 37497660 DEC @9 17:88 ramdisk

Uolume: Capacity — 3931928 Free — 3197848 Deleted - BE72760.

BlueFusions»cd ~/_systemns/Messages
SUCCESS: cd command successful.

BlueFusion/_svystem-sMessages>dir
druv—ru—rw— B Ilnked group B000EE JAN B1 BB:800 data
Uolume: Capacity — 3931928 Free — 3197848 Deleted — BA72968.

BlueFusion/_system-sMessages. >




All log commands will operate on the ‘data’ sub-directory, with the full path being
/_system/Messages/data. The following section will describe this process in more detail.

E——“ Virtual directories are volatile and must be re-created upon every power cycle,
typically by the use of a script file (_startup.ini).

Logging Record Format and Operation

A predefined format file must reside within the /_system/Messages directory called
‘log.ini’. This file contains individual records defining the desired contents to be written
to a log file during a logging sequence.

The contents of the ‘log.ini’ file follows the same format as that of the ‘message.ini’ file,
detailed in the Model 5200 Communications Protocol Guide (Document #951-520002).
This string-formatted message is similar to the format supported by the ‘C’ function
‘sprintf’. Each message may consist of either text and/or embedded references to any
number of registers, where the values will be substituted just prior to writing to the log
filee. A maximum completed record size (each line in a log file) of 512 bytes is
supported. Message format definitions are stored as records in a file called 1og.ini
which is located in the /_system/Messages subdirectory of the flash disk. Each
line of ‘log.ini’ is considered a record, from 1 to a maximum of 50 pre-defined formats.

The logging of data is controlled by two registers, the Log Selection Register (12325) and
the Log String Transfer Register (12326). The Log Selection Register determines the
name of the log file to be written, ‘Log###.log’, where ### is the register contents at the
time of an operation. For example writing a 1 to the register defines the name of the file
accessed to be ‘Log001.log’, a 2 would be Log002.log, etc. Up to 999 different
sequences may be used.

Writing to the Log String Transfer Register (12326) causes the actual write operation to
occur, selecting which record in the ‘log.ini’ file to dynamically format and write to the
NVRAM disk file. A read on the Log String Result Register (12327) returns the status of
the write, as defined below:

= 0 — Success

= 43 — File error, either ‘log.ini’ is missing or ‘Log###.in1’ create error.

= 44 — No such record in the ‘log.ini’ file

= 53 — Write error, check available disk space

= -1 — Default value after setting the Log Selection Register

Log.ini Format

As described previously, the ‘log.ini’ file format is similar in structure to that of the ‘C’
sprintf function, with additional enhancements. References to registers, data table cells
and time/date stamp formats are supported using this extended format:

Register - %0#dr<register>
Example: %05dr13002 (fix size with leading 0’s to at least 5 places, reg 13002)



Data Table Cell - %0#dD<row>,<col>
Example: %05dD1,2 (fix size with leading 0’s to at least 5 places, row 1, column
2, from the data table).
Time/Date Stamp - %T !<time/date format>
Example: %T!'HH:mm:ss!
%TMM/DD/YYYY!
Where each below are optional:
HH = hour (24 hour format)
mm = minute
ss = seconds
MM — month
DD - day
YY - year in 2 decimal format, no century.
YYYY - year in 4 decimal format, including century.
E — Day in week, text — Mon, Tue, Wed, Thu, Fri, Sat, or Sun
Z — Time zone information in 5 digit format - <sign>HH:mm from GMT
Note:
o All other characters are treated as filler text, except ending ‘!’.
o Maximum 48 character Time/Date Stamp string.

Typically a log record consists of text with a ‘sprintf” formatted specification,
intermixed, as required, with the format detailed above. Therefore, to read register 8501
to be exactly 5 characters with preceding 0’s, $05dr8501 would be inserted in the text
string. Note the $05d is the same as a ‘printf’/’sprintf” and actually uses the exact same
function, only enhanced. This means $05Xr8501 would cause hexadecimal values to
be generated. Sample strings using the previous example could be entered in the
log. ini file as:

Analog Value = %05dr8500\r\n
Analog Value = %05dr8501\r\n

If the above are the only two entries in the ‘log.ini’ file, then writing a 2 to the Log String
Transfer Register would cause the second line to be processed and the following to be
written to the disk if a 583 were in register 8501:

Analog Value = 00583<CR><LF>

Log Format Example

Assume a record format of the following is desired:
= Comma delimited format
= Field 1 - MM/DD/YYYY
* Field 2 - HH:mm
= Field 3 — Time tic register 13002
= Field 4 — Analog Input 1
= Field 5 — Analog Input 5
= Field 6 — New line separator <CR> <LF>



The format for this in a ‘log.ini’ file would be a record inserted with the following
format:

%T'MM/DD/YYYY!, %T'HH:mm!, %dR13002, %dR8501, %dR8505\r\n

If desired constant text could be added or merged around the above data although in this
example it was not needed. Additional records could be added to the log.ini file to
represent other formats to be logged. In this example only one is required thus it will be
referenced as the first record in the ‘log.ini’ file.

The sequence of events to write a record to a log file with the name ‘Log001.log” would
be:
1. Set the Log Execution Register (12325) to a 1, this will set the Log String Result
Registertoa-1: 12325=1
2. Write a 1, for the first record of the ‘log.ini’ format file, to the Log String
Transfer Register (12326) to actually do the write operation: 12326 =1
3. Monitor Log String Result Register (12327) for a change from -1 to another value,
0 signifying success. Note that if background threads (Advanced Scripting,
chapter 4) are not used the result and write operation occurs immediately upon
writing to the Log String Transfer Register, control is returned to the task only
after the write is totally complete. This means status is immediately complete and
valid:
0 — Success
43 — Could not open the file, either ‘log.ini’ is missing or ‘Log###.ini’
create error.
44 — No such record in the ‘log.ini’ file
53 — Write error, check available disk space
4. Loop Back to step 2 to write the next record if the file name desired has not
changed.

An example of three records of data would be:

12/06/2004, 13:41, 234567, 800, 1200
12/06/2004, 13:52, 246000, 801, 1198
12/06/2004, 13:58, 250007, 808, 1190

SNAPSHOT

Snapshot capabilities are available which renames a file while it is actively being
appended to, allowing for real time uploads. For example if Log001.log is being created,
and records appended, a single write to the Snapshot Execution Register (12329) renames
Log001.log to Snap001.log. The host may then upload Snap001.log, which contains all
of the logged data to that instant, while in the background records are still being written
to a new Log001.log file. This allows for automatic synchronization of recorded data.

The Snapshot Result Register (12330) reflects the results of the operation:



SUCCESS =0
ERROR_IOACCESS = 53 (log file does not exist or there is an existing Snap file
of the desired name)

Log File Deletion

Both Log and Snap files may be deleted by writing the file number to a special deletion
register:

LOG_DELETION_REGISTER - 12328
SNAP_DELETION_REGISTER - 12331

Upon deletion the respective status register will contain either a ‘0’ for success, or a 53
(ERROR_IOACCESS, no file existed).

LOG_STRING_RESULT_REGISTER (12327)
SNAP_RESULT_REGISTER (12330)

Log Disk Maintenance

Periodically the NVRAM disk will reach maximum capacity. Unlike a disk on your PC,
when you delete a log file, on a NVRAM disk, its space is still consumed on the drive
itself. Only its directory reference is destroyed. This is necessary due to the real-time
nature of the controller. NVRAM can be re-formatted quickly (< 300 milliseconds for a
4M disk), using the ‘format disk’ script command. Additionally, formatting must be
done at a time when no other operations are occurring to the drive, otherwise a reset is
required. Depending upon how much data is being logged and the size of your NVRAM
this may be once a week, a month, or even a year. Once formatted all original disk space
is returned. Background script routines typically are written to periodically wake and
check space at a certain time, format the drive, and return to sleep.

The FLASHDISK_SELECTION_REGISTER (register 12314) is used to select the active
disk volume whose remaining space is to appear in the
FLASHDISK_SPACEAVAIL_REGISTER (12315). By default it is 0, reflecting the root
volume. As each volume is mounted it becomes a new volume and is assigned a number,
incrementally. To determine a volume number, simply view a directory at the root level.
The second column is the volume number; you will see a O in the _system row and a 1 in
the mounted ramdisk row. Reading register 12315, will retrieve the actual bytes
remaining.

Directory of the root drive gives the free space on that drive:

BlueFuzion/>»dir

drw—rw—rw— @ owuner group BAE256 HOU 2% 21:83 _systen
dru—rwu—rw— 1 owner group 374?768 DEC A9 17:88 ramdisk

Uolume:=: Capacity — 3931928 Free — 3197848 Deleted - 8118800.

BlueFusion~s >

Changing to the ramdisk drive shows the free space on that drive:



BlueFusionsramdisks>dir
Uolume: Capacity — 3749768 Free — 37495280 Deleted — B00E0EEH .

BlueFusionsramdisk- >

Below, using CTCMON, it is shown that volume 1 is being read, which is represented by
the value of ‘1’ in register 12314. Note the value in register 123135, it refers to the size in
bytes available in the NVRAM disk labeled ‘ramdisk’. It is the same as what was
displayed in the Telnet session, above.

[-] Registers

Display
1 |
3749520 12315
0
e 12718 BE 12314
e g = 123149
reg 12320 B 12320 B
2 12321
2 12322
eg 12324 W[ 12324
en 12375 BN 12325
eg 12326 WA 12326
-1 12327
-1 12328
req 12329 1 |
Dec | GoTo: |12314
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CHAPTER

FTP Client

The 5200 Controller supports simultaneous FTP Server and/or Client

sessions. FTP provides a standard means to transfer files to/from the

controller from a host computer. When using the built-in FTP Server,

the remote computer is the master, initiating file transfers. This section

details the use of the 5200 FTP Client mode, where the controller is

capable of initiating its own file transfers, to a remote host FTP Server.
Simple files may be uploaded/downloaded, as well as firmware updates and new
Quickstep application programs. Additional information with regards to the FTP Server
capability may be found in the Model 5200 Remote Administration Guide (Document
#951-520001).

Discussed in chapter 4, when using FTP Client commands within a script it must
be executed as a background threaded operation. Background execution of a script
would occur by adding 1000 to the base file script number. For example, a 1001 written
to the ‘Script Execution Register’ (12311) results in ScriptO01.ini executing as a
background thread. Ftp Client operations should only be run from a command line
within telnet or as a background thread, not as part of a Quickstep task (file numbers,
001 —999).

Setup

A FTP Server may reside on virtually any host or workstation computing environment.
Software is available for Windows 2000, XP Pro, 2003 Server, and Unix/Linux
environments. Unix/Linux, Windows 2000/2003 Servers, and XP Professional contain
the service as part of the installation CD. Windows 2000 must use a third party package
such as can be found at the following web links:

http://www.bpftppro.com (reference Appendix A)
http://www.serv-u.com/

http://www.candc1.com/ftpservu/index.cfm
http://www.abraxis.com/ipswitch/wsftp-server.htm
http://www.bykeyword.com/downloads/software-1/download-1977.html
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Specifications of what to use, and how to configure the environment, is beyond the scope
of this document. A very good reference for installing the resident FTP Server, and its
use, on a Windows XP Professional computer is available online from PCSTATS. The
title of their article is called: “Beginner’s Guides: Setting up a FTP Server in WinXP”.
It is strongly suggest that you read this article if you are not familiar with FTP Servers.
The web link is:

http://www.pcstats.com/articleview.cfm?article]D=1491

The article provides not only step by step procedures but a very good background on ftp
itself, as well as security considerations.

A quick summary of the installation steps involved are as follows:

1. While logged in with administrative rights open a Control Panel Window.

I-ﬂ Mokepad
E—* Conkral Panel k
CTZ Maonibar ¥2.8 Set Program Access atid

Defaults

{) Codeti'right e‘_ Canneck To 3

Ao :
*L::ﬂ Frinters and Faxes
@ Symantec poanyshere

; ) Help and Support:
A @
s | Bidobe Reader 6.0 =
)_) Search
7=J Run
all Programs D Iﬁ Dl Solukion Center

@| Lo FF |§| Shut Diown

:;.‘.' start % M3N Messenger Inbox - Microsofk

Control Technology Corporation 16
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2. Double-click “Add or Remove Programs”.

B Control Panel

File Edit Miew Favarites  Tools  Help

ilw:iﬁack \Ap Lﬁ pﬁearch H__" Falders v

Address |3 Cantral Panel

Accessibility  Add Hardware
Opkions

E’"' Control Panel #

E}- Switch o Category Yiew

See Also
Folder Oplions Fonts

& Windows Update

3. At the left side of the window click “Add/Remove Windows Components”.

© Add or Remove Programs

Currently installed programs:

CE:;%?; s & adobe Acrobat - Read
Bregrans lick here For support inf
% Ta change this pragram o
o
Add New E #dobe Atmosphere Player
Programs

&L Adobe Photoshop Album Z

@l |t Adobe Reader &.0.1

AddjRem [&r Adobe Reader Japanese F

Window Codewright 7.5
Components ﬁl :
i T HM

Control Technology Corporation
Document 951-520015-0003  02/05
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4. The Ftp Server option is listed under the IIS component. Select it then the Details
button.
Windows Componenis Wizard

Windows Components
You can add or remove components of Windows =P,

To add or remove a component, click the checkbos, A shaded box means that only
part of the component will be inztalled. To zee what's included in a companent, click

Details.

Components:

[ &E2 Indexing Service OOME
& Intemet Explorer OOME

?'E Internet |nformation Services [I15] i
| Eﬂ b anagement and kMaonitoring Tools 20MB
1 F2* Messane Rusiing nnme

Dezcrption:  Includes Web and FTF suppart, along with support for FrontPage,
tranzactionz, Active Server Pages. and database connections.

Total dizk space required: 54,3 ME

Dretails...
Space available on disk: 9203.4 MB

[ < Back ” Mext l[ Caticel ]

5. Make sure the check boxes are as below and then click ‘OK’.

Internet Information Services [I15) E'

To add ar remove a companent, click the check box. & shaded box means that only part
of the component will be installed. To zee what's included in a compaonent, click Details.

Subcomponents of Internet Information Services [IIS]:

<7 Common File
Ia Diocumentation
®1 B8 File Transfer Protocol [FTR] Service

W& FrontPage 2000 Server Extensions

1.0MEB
3.5MB
0.1 MB

4.3 B
'}ﬁ] Internet Infarmation Services Snap-n 1.3 MB
557 SMTF Service 11MB
B wiorld Wide Weh Service 23IME ¥

Total dizsk zpace required: 54.5 MB
Space available on dizgk; 9203.2 MB

Descrption:  Provides support to create FTP sites uzed to upload and download files

o]

Cancel

Control Technology Corporation
Document 951-520015-0003 02/05
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6. Click ‘Next’ to proceed.

Windows Components Wizard

Windows Components
Y'ou can add or remove components of Windows =P

To add or remove a component, click the checkbox, A shaded box meansz that only
part of the component will be inztalled. To zee what's included in a component, click

D etailz.

Compaonents:

[] E Indexing Service O.0ME
8 Intemet Explorer 0.0ME

Y& Internet Infarmation Sery 115] 1351
] Eﬂ M anagerent and Manitaring T oals 20HMB

[ 1 F2* Meszane Niueoinn nnwp

Deszcrption:  Includes Web and FTP suppart, along with suppart for FrontPage,
tranzactionz, Active Server Pagez, and databaze connectionz.

Total dizk space required: R4 5 ME -
_D kails...
Space available on disk: 37032 ME =

[ < Back ][ Ne:-:t>%][ Cancel ]

7. TIS components will begin to install.

Windows Components Wizard

Configuring Components
Setup iz making the configuration changes you requested.

o Pleaze wait while Setup configures the companents. Thiz may take
zeveral minutez, depending on the components zelected.

Statuz:  Configuring Internet [nfarmation Services [115]..

[

£ Back Memst » Cancel

Control Technology Corporation
Document 951-520015-0003 02/05
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8. The prompt below may appear, requiring the XP Professional install CD.

Files Meeded

.l

=

%]

X

The file ftpctre.h2' on Windows =P Profezsional Ok

CO-ROM ig needed. _

Type the path where the file iz located, and then chick
]

Copy files from:

| C:hwindowsh Sostem32hDinvers j w | [ Browse,

9. Insert the CD and set the directory as appropriate.

Files Meedexd

<o

(%]

X

The file 'ftpetre. h2' on Windows =P Professional 0k

CD-ROM is needed. _

Type the path where the file iz located, and then click
OE.

Copy files from:
D:A386 V| [ Browse. . ]

Control Technology Corporation
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10. Click OK when the path is correct and installation will begin.

Windows Components Wizard

Configuring Components
Setup iz making the configuration changes you requested.

'."' Fleaze wait while Setup configures the components. Thiz may take
geveral minutes, depending on the components selected.

Statuz:  Canfiguring Internet Infarmation Services. ..

4 Dack Mest »

Control Technology Corporation
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11. Once complete click ‘Finish’

Windows Components Wizard

Completing the Windows
Components Wizard

You have successfully completed the \Windows
Components Wizard.

To cloge thiz wizard, click Finish.

Finizh E
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12. From Control Panel->Administrative Tools, select Computer Management and

expand the Internet Information Service folders until the “Default FTP Site” appears.

This verifies that ftp is installed.

LI Computer Management

B=)Ed

=) Fie  Action  View ‘Window  Help ._]E’ x|
BmEHE @ =
Computer Management {Local) Mame 1 Fath

= @ System Tools
:+'-- Event Yiewer
[+ Shared Folders
[+ % Local Users and Groups
+-#4] Performance Logs and Alerts
E Device Manager
= @ Skarage
[+ Removable Storage
Disk, Defragmenter
Disk. Managemenk
[= @ Services and Applications
% Services
WL Control
i+ 5ol Indexing Service
= % Internet Information Service
-] wehb Sites
=-{_1 FTP Sites
) [
[+ Defaulk SMTP Yirtual Ser
S | |

There are no ikems bo show in this view,

|
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13. Right click the ‘Default FTP Site’ and select the Properties menu item to view the

current settings. Reference the PCSTATS web site, previously discussed, for
suggestions on how to adjust security, add user accounts for access, etc. Note that by
default only local computer user accounts with Administrative privileges my access

files.

Default FTP Site Properties

FTP Site |“53curity Accounts | Messages EE-I;IDme Drirechony

| dentification

Drescription: | Default FTE Site

P Address: | [&ll Unazsigned]

Connection
[Inlirmited

() Limited To:

Ehable Lagging

Active log format;

—_— _
10| connections
Connection Timeout; 900 | zeconds

|W3E Extended Log File Farmat

V| [ Properties. .. ]

[ Current Sesgions... ]

[ ] H Cancel ] Apply

FTP Site Directony

Ww'hen connecting to this resource, the content should come from:

(%) a directony located on this computer

() a share located on another computer

If both upload and download are to be done ‘Write’ must be enabled under the “Home
Directory” tab:

| FTP Site || Security Accounts | Messages-| Home Directory |

Local Path: | c:hinetpubhFproot

| [ Browsze. ..

Read

rite
0 wisits

Control Technology Corporation
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14. Windows XP has additional firewall security built into the product. The FTP Server
must be specifically enabled to allow incoming connections and bypass the firewall.

From the Control Panel select the Windows Firewall Icon:

e

Windows
Firewsall

15. Select the Firewall Exceptions Tab:

= Windows Firewall

General | EHceptiDmi..ﬁ.dvance&i
)

Windows Firewall iz helping to pratect your PC

Windowes Firewall helpz protect vour computer by preventing unauthonzed uzers
from gaining access to your computer through the Internet or a netwaork.

16. Select Add Port:

= Windows Firewall

| General| Exceptions |..-'-‘-.|:Ivan|:ed-i

YWindows Firewall iz blocking incoming nebwork, connections, except for the
pragrams and services selected below. Adding exceptions allows some programs
b wark, better but might increase your securty righ.

Programs and Services:

Mame Eat
beremate

File and Printer Sharing

File Transfer Program

FTP Wayager, an FTP Clent for ‘Windows
Irternet Explarer

iTunes

jarean

[ an

MSM Meszenger 5.2

QUTLOOK,

W medrnnsihere Hest Sanire

[ %

| 4ddProgram... | | AddPort.. %][ Edt. ||  Delete

Control Technology Corporation
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17. Fill out the dialog box as below and click OK:

X

fdd a Port

IJze theze zettingz to open a port through 'Windows Firewall. To find the port
nurnber and protocol, conzulk the docurmentation for the program or service you
want to uze.

ame: | FTF Server |

Part number: | 21 |

®TCP CUDP

Ww'hat are the rigks of opening a port?

5Ty [ Cocd

18. The FTP Server Name should appear in the list of checked ‘Programs and Services:

Programs and Services:

M ame L
berernate

File and Printer Sharing

File Transfer Program

FTP Server

FTP %aowager. an FTF Client for Windowes =
Internet Explarer
iTunes

jarna

jaran

MSH Meszenger 5.2
AT ONE

[ %

pddProgiam.. | [ addPot. || Edt. ||  Delete

Control Technology Corporation 26
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19. Click OK at the bottom of the dialog to exit:

™= Windows Firewall

| General E xceptions Advanced|

Windows Firewall iz blocking incoming netwark, connections, except far the
programs and services selected below. Adding excephions allows some programs
b weark, better bt might increase your secunty rigk.

Programs and Services:

Mame

berernote

Filz and Printer Sharing
File Transfer Program
FTF Server

FTP “ayager, an FTP Client for Wwindows
Internet Explarer
iTunes

javam

jarv e

MSH Meszenger B.2
WAL OnE

| sddPogam.. | [ addPat. ||  Edt. ||  Delte

Dizplay a notification when ‘Windows Firewall blocks a program

What are the nzks of allowing excephions?

l 1] %7” Cancel ]

Commands

Once a server is available, the 5200 controller provides two means to access the external
server via its FTP client capabilities. The first is via the command line using Telnet, the
second by the use of advanced scripting detailed in the next chapter. The following
demonstrates the FTP commands when using Telnet to interact with a Windows 2003
Server:

= Ftpconnect <ip address> <User Name> <Password>
Provides initial connection to the remote host computer running the FTP Server.

BlueFusions*ftpconnect 12.48.53.94 support ControlTech
SUCCESS: Connection established.

BlueFusion/s >



=  Ftpquit
Closes an FTP session after a successful Ftpconnect.

BlueFusions*f tpguit
SUCCESS: ‘guit’ Command Complete.

BlueFusion/»

The following commands require the FTP connection to be active:

= Ftpls <optional path>

Get the current directory, short format.

BlueFusions>ftpls

4178PC3.3.2

QP3 .7 CAprd4>ithse
t

Command GComplete.

BlueFusion/ >

= Ftpdir <optional path>
Get the current directory, long format.

BlueFusions>ftpdir
11-A2-A4 18:850M <DIR> 41°78PC3.3.2
11-02-A4 18:850M <DIR> QF3.7 C(AprB4ilhze
18:85AH <DIR> Support
B2 :55FH <DIR> Te=t

A3 :56FH testfile. log
A7?:52AM <DIR> Uploads
‘dir’ Command Complete.

= Ftpsend <source path> <optional destination path/name>
Send a file to the remote host. Paths enclosed in quotes (““ “
of register contents using the log.ini format.

) allow the embedding

= Ftpget <source path> <optional destination path/name>
Get a file from the remote host. Firmware may be re-flashed or new programs
loaded, bypassing flash storage by directing it to the root directory. Only one ftp
server or client session can do this at a time since reserved SDRAM storage space
is used as a temporary buffer. Example: ftpget LAN5200.sr1 /LANS5200.sr1
Paths enclosed in quotes (““ ) allow the embedding of register contents using the
log.ini format. Example: ftpget hostfile.fil “/mydir/Script%03dR1.ini” where
the contents of R1 will be substituted into the filename.

= Ftpced <path>
Change the current directory, on the host, to that specified. Paths enclosed in
quotes (““ ©) allow the embedding of register contents using the log.ini format.



BlueFusion/>ftpdir

11-A2-6A4 16:85AM <DIR> 4178PC3.3.2
18:85%AH <DIR> QP3.7 {Aprdd4ilhse
18:85AH <DIR> Support
B2 :55FH <DIR> Test
B3 :56FH testfile.log
B7:52AH <DIR> Uploads
*dir’ Command Complete.

BlueFusions>»ftpcd Test
SUCCESSE: ‘cd’ Command Complete.

BlueFusion/>ftpdir

12-A8—6A3 A4:44FPH 22476 5132Drvr.c
12-01-6A4 B2:55PH 22476 foobar.c
SUCCESS: ‘dir’ Command Complete.

BlueFusion/ >

=  Ftpmkdir <directory name>
Makes a directory on the host computer in the current directory. Paths enclosed
in quotes (*“ *) allow the embedding of register contents using the log.ini format.

= Ftprename <source path/file> <new name>
Renames the specified source file to the new name. Paths enclosed in quotes
(““ “) allow the embedding of register contents using the log.ini format.

=  Ftprmdir <directory name>
Removes the specified directory on the host computer. Paths enclosed in quotes
(““ *) allow the embedding of register contents using the log.ini format.

= Ftpdelete <source path/file>
Deletes a file on the host computer. Paths enclosed in quotes (*“ *“) allow the
embedding of register contents using the log.ini format.

Telnet Error Codes

When executing ftp commands from the telnet command line the returned message will
typically begin with “SUCCESS: “. At times, a failure will occur, causing an error
message to appear. The message will be displayed in the Telnet session on a new line
using the following format:

ERROR: <message> <code>
Where <message> is a description of the failure and <code> is detailed below:

FTP_ERROR - 0xD0
Internal ftp error.

FTP_TIMEOUT - 0xD1
Timeout occurred.



FTP_FAILED - 0xD2
General ftp failure.

FTP_NOT_CONNECTED - 0xD3
Attempted to execute a command but was not connected to the host.

FTP_NOT_DISCONNECTED - 0xD4
Host closed session during command execution.

FTP_NOT_OPEN - 0xD5
FTP failure on opening a file for transfer.

FTP_NOT_CLOSED - 0xD6
Attempted to open a file when a previous was not closed

FTP_LOGIN - 0xD9
Attempt to log onto the host failed, security violation

FTP_NOT_FOUND - 0xDA
Request was not executed (typically 550 FTP return code). Typically returned when a
file/directory does not exist, or there is a security access violation blocking access.

FTP_RETURN_CODE - 0xDB
Unknown return code from host ftp server.



CHAPTER

Advanced Scripting

The Model 5200 Script Language Guide (Document #951-520003)
details the operation of scripting within the 5200 controller. This section
discusses more advanced features such as automated file transfers and
background threaded script execution. A thorough knowledge of scripts
is assumed.

Some advanced features available within scripts are:

Background Execution - Scripts may not only be run as part of a step, they may
also execute as separate background threads, in parallel to Quickstep execution.
Writing a 1 to 999 to the Script Execution Register (12311) causes a script to run,
within a Step, much like a ‘Do’ statement. An advanced feature allows a
programmer to write a 1001 to 1020, executing ScriptO01 to Script020 as a thread,
much like a future ‘Begin’ Quickstep statement. Fully executing as an
independent background thread.

Continuous Execution - Scripts may execute continuously until either a fatal
error or an ‘end’ command is executed, terminating the script.

Script Nesting - Scripts may also invoke other Scripts (one call level supported).
Branching & Conditionals - Scripts support branching, program labels, and ‘if’
conditionals.

Error Tracking - Major file and communication instructions set a status error
code, private to each script, which may be referenced from an ‘if’ conditional or
‘onerror’ command. The variable is referenced as ERRORCODE and allows for
advanced retry and monitor operations.

Execution Time Control - ‘Alarm’ instruction allows the script to sleep until a
specific time, automatically waking. Such as every Friday afternoon at 3PM.
‘Delay’ instruction for pauses based on millisecond values.



Advanced Commands

Inc <Register>

Increment the contents of the reference register by 1. Typically used in counter
operations such as retrying communications.

Example: inc 200

If the contents of register 200 was 99, it would become 100 after execution.

Dec <Register>

Decrement the contents of the reference register by 1. Typically used in counter
operations such as retrying communications.

Example: dec 200
If the contents of register 200 was 99, it would become 98 after execution.

If <Resource> <Logic> <Resource> goto <Label>

<Resource> - Register reference (R####), decimal or hex constant (0x00000000), or
ERRORCODE.

<Logic> - >, >=, <, <=, |=, ==, and & resulting in a Boolean result of true or false.

<Label> - Single line within script file containing a preceding colon ‘:’ followed by a
unique character string. Example — ‘:myLabel’

Example: if R200 >= 55 goto tooBig
If ERRORCODE & 0x00200000 goto fileFailure

:<Label>

A label consists of a single, independent line, within a script text file, to which a name is
assigned, typically as a destination for a branch operation (if or goto).

Example: :myLabel

Onerror <optional error mask> goto <Label>

Set where to automatically branch should an error occur. Execution of ‘Onerror’ with no
terms clears the branching option. Only file and communication instructions, along with
syntax errors specifically set error flags. The ‘optional error mask’ allows you to activate
individual errors. Upon return from and instruction a global ERRORCODE variable has
its individual flags set should a problem occur, else ERRORCODE = 0.



Example: Onerror (clears any error branching)
Onerror goto myLabel (if any error occurs branch to myLabel)
Onerror 0x00200000 goto myLabel (branch if file error)

Goto <Label>
Immediately branch to the desired <Label>.

End
Exit the Script.

Delay <Register or constant — milliseconds>

Delay the designated number of milliseconds. Milliseconds may either be a decimal
constant, hexadecimal notation (0x00000000), or reference the contents of a register
(R200 for register 200).

Example: delay 2000  (delay 2 seconds or 2000 milliseconds)
delay R1 (delay by the number of milliseconds in register 1)

Alarm <TIME=HH:MM:SS> <optional day of week, DOW=Mon...>

Pause execution until the designated time occurs. A ‘TIME’ and optional day of week,
DOW, from 0 (Monday) to 6 (Sunday) is listed. Each parameter may be contained within
aregister. For example the hour and/or minute could reference register 15 while the
minute is a constant: R15:00. When referencing a specific day of the week enter the
following: Mon, Tue, Wed, Thu, Fri, Sat, or Sun, for the desired day, or a number from 0
to 6. Seconds may also be included yielding a format of <HH:MM:SS>.

Example: alarm TIME=23:00 DOW=Mon (sleep until 11PM on Monday)
alarm TIME=23:00 (sleep until 11PM)
alarm TIME=R1:00 (sleep until hour contents in register 1)
alarm TIME=23:00:05 DOW=0 (where 0 = Monday)
alarm TIME=23:00:05 DOW=R10 (where contents R10, O - 6)

ERRORCODE

ERRORCODE is a universal variable, private to each script. Upon execution of script
commands status bits are set should problems occur. ‘if’ conditional and ‘onerror’
commands can branch accordingly.

SCRIPT_ERRMASK_FATAL - 0x00800000
Fatal error, such as a memory allocation failure. Currently this can only be returned by
an ‘ftpconnect’ command.

SCRIPT_ERRMASK_SYNTAX - 0x00400000
Syntax error, bad parameter passed as part of a command.



SCRIPT_ERRMASK_FILE - 0x00200000
General File failure. For example ‘rename’ of file failed, creation of a new directory
‘mkdir’. Effected commands are:

mkdir
rename

cd

rmdir

format flash
delete

load symbols
get symbols
mount
umount

SCRIPT_ERRMASK_FTP_CONNECT - 0x00100000
Returned if an ‘ftpconnect’ attempt fails or there is an attempt to use a command that
requires a previous connection and not exists.

SCRIPT_ERRMASK_FTP_LOSTCONNECT - 0x00080000
Lost connection while attempting an FTP command

Ftpls
Ftpdir
Ftpmkdir
Ftprmdir
Ftpced
Ftpget
Ftpsend
Ftpdelete

SCRIPT_ERRMASK_FTP_COMMAND - 0x00040000
Unknown FTP response code returned

Ftpls
Ftpdir
Ftpmkdir
Ftprmdir
Ftpced
Ftpget
Ftpsend
Ftpdelete

SCRIPT_ERRMASK_FTP_NOTFOUND - 0x00020000
Operation failed, file or directory not exist on host



= Ftpls

= Ftpdir

=  Ftpmkdir
= Ftprmdir
= Ftped

= Ftpget

=  Ftpsend

= Ftpdelete

SCRIPT_ERRMASK_FTP_SECURITY - 0x00010000
User name or Password failed. This only applies to ‘ftpconnect’.

Script Example

The following sample script, ScriptO01, shows how to connect to an ftp server, send a file
called Log001.log and download a file called anyfile.log on the host to a file called
newfile.log on the controller. A maximum of 3 retries, with a 5 second interval will be
attempted before aborting. Register 2 is used as an arbitrary status register, which can be
monitored by Quickstep, and should be set to 0 prior to invoking the script. Its status is
as follows:

1 = Complete and successful

-1 = Busy running script

-2 = General failure

-3 = File did not exist on the Controller
-4 = File did not exist on the Host

The execution of the following script would occur by writing a 1001 to the Script
Execution Register (12311). Adding a 1000 to the script file number causes it to
execute as a background thread. Ftp Client operations should only be run from a
command line within telnet or as a background thread, not as part of a Quickstep
task (001 - 999).

Script001.ini:

# This script tests the automated transfer of data from
# the controller to a remote ftp server.
# Register 1 is used as a retry counter
# Register 2 is used notify Quickstep program of completion status
# Writing to the Script Execution Register (12311) will cause
# execution to occur. Script file name is currently Script0O1.ini
# thus writing 1001 will cause this file to run as a thread in the
# background, writing a 1 will cause it to run within a Quickstep step.
# Threaded execution (background) is the preferred method
#
:start
# Clear the retry counter
1=0
# Clear our completion flag register



2=-1
goto firstTime

retry

# Delay for 5 seconds and then try again
delay 5000

# Bump the retry counter and see if done with retries...
inc R1
if R1 > 3 goto abort

firstTime
# First setup where to branch if an error should occur
onerror goto errorOccurred

# Lets connect to the remote host
ftpconnect 12.40.53.94 support ControlTech

# Now lets upload a file and then download a file
# If an error occurs we will exit automatically due to the 'onerror' command
# SEND to host from controller
ftpsend /_system/Messages/data/Log001.1og
# RECIEVE from host and store to controller under different name
ftpget anyfile.log /_system/Messages/data/newfile.log
# All done so close host session gracefully
ftpquit
# Set completion flag to 0 indicating we are done and successful
2=1

# If we get here we are all done
end

# Process error if should occur
:errorOccurred

# Lets see what type of error occurred
# First check to see if initial connection failed
if ERRORCODE & 0x00100000 goto retry
# Next see if we failed during a transfer
if ERRORCODE & 0x00080000 goto retry
# Next see if we failed because the file did not exist on the controller
if ERRORCODE & 0x00200000 goto nofileController
# Next see if we failed because the file did not exist on the host
if ERRORCODE & 0x00020000 goto nofileHost
# Was a fatal failure so give up

:abort

2=-2

end
# File did not exist on the controller
:nofileController

2=-3

end
# File did not exist on the host
:nofileHost

2=+4

end



BulletProof FTP Server

BulletProof Software has available a low cost FTP Server ($34.95, 15
day free trial) which can be installed on Windows 2000 and XP systems
for communications with the 5222. This appendix is provided as an
initial quick start guide detailing its installation and initial setup.
Detailed information, and additional support, is provided within their
manual. The program may be downloaded from their web site at:

http://www.bpftpserver.com/download.php.

Installation

1. From their web site click the download Icon and save the file to a desired
directory:

Try BPFTP Server for FREE MNow!

You can try a fully functional version FREE for 15 days, it takes just minutes to
download and setup, You'll have access to free e-mail support and our anline
and in-program help should you need it, but BulletProof also means user
friendly!

Requirements:

® Windows 95/98/NT/Z000/MESf P/ 2003

® An internet connection - any speed.

® |essthan 2 megabytes of hard disk space, and very little rmarmary,
EPFTP Serveris not bloatware,

== Click here for free download, (1.5 Mag.) Extra Downloads - Addans and
Man-English Manuals,



2. Once downloaded execute their “ftpsetup.exe” file. At the welcome screen click
the Next button:

i Setup - BulletProof FTP Server, EHE'@

Welcome to the BulletProof FTP
Server Setup Wizard
Thiz will ingtall BulletProof FTP Server on your computer.

[t iz recommended that you close all other applications befare
continLing.

Click. Mest to continue, or Cancel to exit Setup.

I Ne:-ct>[%J [ Cancel

3. Accept their agreement and click Next:



I Setup - BulletProof FTP Serwver,

License Agreement ﬁ
Fleaze read the following impartant infarmation before continuing.

Fleaze read the following Licenze Agreement. ou must accept the terms of this
agreement before continuing with the installation.

BulletProcf FTP Server (2] DigitalCandle, Inc. e
Development, Marketing and Retailing: DigitalCandle, Inc.

[y, digitalcandle. com)

WwWhatwieh o https A bpftpeerver coms

Email : suppartiE@bpftpeerer. cam

EMD-USER LICEMSE AGREEMEMT FOR THIS SOFTWARE
IMPORTANT - READ CAREFULLY:

(%) | accept the agreement

| do not accept the agreement

< Back ”_ Ne:-:t)-[%_][ Cancel ]

4. Click Next at the Information screen:

o Setup - BulletProof FTP Server

Information
Fleaze read the following important infarmation befare continuing. 1

YWwhen you are ready to continue with Setup, click Mesxt.

| YERSIOM DETAILS -

w Fined, + Added, ™ Improved/Changed, i |nformation

Yerzion 2.3.1.26 BulletProof FTP Server - 23-A00-2004

% Lazt downloader name niot updated in hitometer list.

w o Errar with quaota editing. [ctr+cdctrl+y]

w o PASY problem when connecting to 127 .0.0.1.

% Qluata : renaming a file with an already exizting filename [ovenwriting] would

update quota.

% Ovenariting with a 0 butes file would not replace the remate file.

o PASY command could take too much time when a random local port iz chosen.

% Multiple reload mezszages when reloading with file method. "

v

[ < Back ” NEHD[%J[ Cancel

5. Change the installation directory if required and click Next:
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o Setup - BulletProof FTP Server,

Select Destination Location "
YWhere shauld BulletProaf FTP Server be installed? 1

J Setup will ingtall BulletProof FTP Server into the following folder.

To continue, chck Mext. IF you would like to select a different folder, click Browse.

| C:\Frogram Files\BFFTF Server | [ Browse. ..

At leazt 0.2 MB of free disk space iz required.

[ < Back ” Ne:-ct>]%[ Cancel

6. Accept the defaults of the next few screens and continue as shown:

o Setup - BulletProof FTP Server

Select Components ~
YWhich components should be installed? =

Select the components pou want to inztall; clear the components pou do not want o
inztall. Click Mext when you are ready to continue,

| Full inztallation

BulletFroof FTP Server 938 KB
BulletProof IP YW atch M7 KB
Service ingtaller for Windows NT/2000/200254F anly 23KB
Help filez VI EB

Current zelection requires at least 2.1 MB af dizk zpace.

< Back ][ NEHD%-J[ Cancel
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I Setup - BulletProof FTP Server,

Select Start Menu Folder ~ I
Where shiould Setup place the program's shorbcuts? -;,'."':3
-,

Setup will create the program's shortcuts in the following Start Menu folder.

To continue, click Mest. [F pou would like to zelect a different folder, click Browse.

i BulletFProof FTF Server ! [ Browse. ..

< Back ”_ Ne:-ct>[%][ Cancel ]

I Setup - BulletProof FTP Server,

Select Additional Tasks ”
Which additional tazks should be performed? P

Select the additional tazks vou would like Setup to perfarm while installing BulletProof
FTP Server, then click Mexst.

Additional icons:
Create a Desktop icon
Create a Quick Launch icon

Create Start menu icons

¢ Back ” Next>[}J[ Cancel

Control Technology Corporation
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o Setup - BulletProof FTP Server,

Ready to Install
Setup iz niow ready to begin ingtaling BulletProof FTP Server on pour computer.

Click Inztall bo continue with the installation, ar click Back if you want to review or
change any settings.

Destination location: L
C:A\Program Filesh\BPFTF Server A

Setup bype:
Full inztallation

Selected components:
BulletProcf FTP Server
BulletProof 1P ' atch
Service inztaller for Windows N T/2000/20035F anly
Help files

Start Menu folder; 2

< Back ” [rztall L\\SJ [ Cancel

7. Upon completion the final screen will appear, click Finish and the program will

automatically be invoked:

Control Technology Corporation
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i Setup - BulletProof FTP Server E“E

Completing the BulletProof FTP
Server Setup Wizard

Setup hasz finished instaling BulletProof FTP Server an wour
computer. The application may be launched by zelecting the
inztalled iconz.

Click Finizh o exit Setup.

Launch BulletProof FTP Server

| Finizh %

Operation

Upon initial install and execution the following will appear:

& BulletProof FTP Server v2.3.1 (Build 26) ::UNREGISTERED:: 15 day(s) left for evalua... [= |[B)X]

Server  Setup  Windows  View Help

K o E8 B-9 G oo @

BulletPract FTP Server w2 3.1 [Buld 28] - Copyright =) 1998-2004 DigitalCandle  »
Inc, Al Rightz Rezerved.

Uzing WinSock 2.0 - Max Sock. 32767

Running on 2&intellR) Pentium(R] 4 CPU 3.20GHz 3132 Mhz with 1047532 KB
[B0373E KE free] under Windows NT 5.1 Service Pack 2

- Fized Digk Drive - Free Space : 923689 ME

-- CDRom Disk Drive

- Fimed Digk Drive - Free Space : 25024 MEB

- Fiwed Dizgk Drive - Free Space : 63856 MB

- Metwork Digk Drive - Free Space: 13122 MB
-- Metwark, Dizk Drive - Free Space ; 5469 MB
- Metwark. Disk Drive - Free Space - 13133 MEB
- Metwork, Digk Drive - Free Space : 5463 ME

MNLmTommoan

1 ncar arcrnmnt 1 araon arcmimb 1 fras filals10 il =1

Mo Client FTP Server Off-line 0 bytez/s

An initial user account must be added. This is the ‘user name’ and ‘password’, along
with access rights you will grant this person and/or controller. Click the “Setup->User
Accounts” menu item:
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2 BulletProof FTP Server v2.3.1 (Build 26) ::UNREGISTERED:: 15 day(s) left for evalua... [= |[B][X]

Server BEERNM ‘Windows  Yiew  Help

/| 0B man VB LG w0 2
EulletF'rE ‘53' Events Manager — Ctri+E opyright (2] 1998-2004 DigitalCandle
Inc. AIF [ L 3 =
L zing | . i

Running € |[Emm——"—" o 20GHz 3192 Mhiz with 1047532 KB
it uscr accounts ) Cultl il

ﬁ Group dccounks ChrlHG |

- Fined Chzk Drive - Free Space : 93649 MB

- CDRom Dizk Drive

- Fixed Digk. Drive - Free Space : 26024 MB

- Fiwed Dizk Dirive - Free Space ; 68856 MB

- Metwork Digk Drive - Free Space : 13132 MB

- Metwork, Digk Drive - Free Space : 5463 MB =
- Metwork Digk Drve - Free Space : 13133 MB

- Metwork Digk. Drive - Free Space : 5469 MB

MLmTomor

[i£

1 viear arcmimb 1 arcnin accmomb 1 raa Blal<10did <1

Mo Client FTP Server Of-line 0 bytes/s

The following User Account screen will appear:

8/ Setup User Accounts @

0 Setup | [ User Accounts
— Access Hights
Directories Attributes Fileg
[]Read
[Jwhite
[] Delete
[] &ppend
Directories
[ Make
[ List
[] Delete
| [ +Subdirs
I1ze group home directony | M1 anminne
- Setup -
[] Login | |
[ ] Password | | &
Haome [P | -= Al P Homes =- w |
[] Group name
[ Ok ] [ Cancel ] i
Right Click. to add/modify accounts

To add an account, position the mouse over the “User Accounts” window and right click
the mouse, a menu will appear, select “Add”:
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2 Setup User Accounts

9 Setup 0 Setup | — User Accounts
i ‘. Miscelaneous = ; |
E‘j Links & Meszages Access Rights +|
@ Ratio, Quota, Bps Directories Aftributes Files i Fit
..... IP & Banned Files D Fiead - I*\.Enama
- Motes [ white B Copy
. Shatuz [ Delete = [ielete
Append
D_ 5 : Copy accounts lisk too
Directories
[ take
[ List
(] Delete
(] +5ubdirs
Jze group home directory 1 Al M moe
— Setup
[ Login | |
[]Paszword | | &l
Home IP | -= All P Homes =- - |
[] Group name
[ Ok ] [ Cancel ]

Enter the new account name, “5222Controller” is shown in the example, click OK:

Enter Account Name El
Account MName
|5222Cankoler |
[ ak. ,] [ Cancel ]
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2 Setup User Accounts

- 0 Setup

ﬁ Mizcellaneous
i ED Linkz & Mezsages
i @ Ratio. Quota, Bpz

g |P & Banned Files

Maotesz

e Status

| ok || cancel |

0 Setup |
— Accesz Rights -
Directories Attributes Files
[ |Read
[ wiite
] Delete
[ ] &ppend
Directories
[ Make
[ List
(] Delete
| [ +5ubdirs
Ize aroup home directary N
o SE-'!UD g
Login |5222Conhroller |
Password | FoweTRUY | 8
Home IP | -=aAllIP Homes =- “ |
[] Group name

X)

— Uzer Accounts -

The account has now been created. A default password of “FcweTPJY” is shown. This
should be changed to anything desired. By default no directory or file access is granted,
only the account created. In order to grant access a directory must be referenced and
access privileges granted. To add a directory right click the mouse in the Access Rights

area of the screen and

select “Add”:

0 Setup |

Aocess Rights

Files

[ ]Read
L] write

Directories Abtributes

+
D Mew

rectornies
] take

1 List

| Delete

1 +5ubdirs

A window will appear allowing you to select the desired directory and access

permissions:
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2 Select Directory

@ Deszktop

{j':'| My Documnents

: -3 by Computer

\ﬂ by Metwork, Places
“oo@l Recycle Bin

Files
Fead
[ ]*wiite
[ ] Delete
[ ]&ppend
Directories
[ Make
Ligt
[ ] Delete
[ ] +Subdirs

[]alMone

CDocuments and Settingsikevin, CTCDeskiop

If subdirectories are to be allowed be sure to select the +Subdirs check box. Below
shows a directory on the C: drive being added called FTPServerHome. File access will
allow upload and download as well as access to subdirectories.

2 Select Directory

[ 52000 gerC
) Autologix
() backecte
Backup Exec A0FO Stare
3 changed
) com
~3) CTauth
I3 Cygwin
[ Cywgwinz 95
3 DELL
~3) DemoBox
[ Documents and Settings
=) DRIVERS
-7 FTPServerHome
) 1386
3 Inetpub
[ JawaComm
o1 MS0Cache
[ MetObjects Fugion 7.5

—_— LI T T LB I B T T |

[

Files

Read
Wrike
Delete
[ ]&ppend
Directories
[ Make
Lizt
[ ]Delete
+Subdirz

[]alMaone

Select

Cancel

|

CAFTPServerHome
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& Setup User Accounts E|

0 Setup 0 Setup | — Uszer Accounts -
ﬁ Mizcellaneous B : _
[a] Links & Messages || | s

@ Ratio. Quota, Bps Directaries Attributes Files
IP & Banined Files CAFTPServerHomel A D-L5- Fead
Motes i
Statuz Dalote
[]&ppend
Directories
[ take
List
[] Delete
+5Subdirs
IJze group home directan i
- Setup -
Lagin \5222Cantraller |
Password | FoweTPRJY 8
Home P | =AllIP Homes = - |

[] Group name

| ok ]| caneel |

To activate the server you must select OK, then “Server->Go On-line” at the main menu:

£ BulletProof FTP Server v2.3.1 (Build 26) ::UNREGISTERED:: 15 day(s) left for evalua... [= |[B)[X]
SEET Setup Windows  View  Help

k45
Chrl+P

7 line
A Close server

18 -9 SG wo 2

'6) - Copyright [=] 1998-2004 DigitalCandle -

oM 7
P 3.20GHz 3192 Mhz with 1047532 KB
Minimize to Tray F9 |51 Service Pack 2

W Exit ChH+0

-- CORom Digk Drive

- Fimwed Digk. Drive - Free Space : 25024 MB

-- Fiwed Diizk. Drive - Free Space : 63856 MB

-- Metwork Digk Drive - Free Space : 13123 MB

- Metwark Disk Drive - Free Space : 5469 kB =
- Metwork, Digk Drive - Free Space : 13133 MEB

- Metwark, Disk Drive - Free Space ; 5469 kB

| 3369 MB

NLmTomo|

W

1 vicar ammmnmb 1 armom amemimb 1 fras Blal0A0l =1

Mo Client FTP Server OFf-line 0 bytes/s

There are numerous other features available within the BulletProof software package. It
is left to the user to read their documentation available on their web site.
http://www.bpftpserver.com/help/bpftpserver.com/manual en/
Example: Access via the telnet or script command line to this account would be:
ftpconnect 12.40.53.52 5222Controller FeweTPJY
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