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g
A8 WARNING: Use of CTC Controllers and software is to be done only by
experienced and qualified personnel who are responsible for the application and use
of control equipment like the CTC controllers. These individuals must satisfy
themselves that all necessary steps have been taken to assure that each application
and use meets all performance and safety requirements, including any applicable
laws, regulations, codes and/or standards. The information in this document is given
as a general guide and all examples are for illustrative purposes only and are not
intended for use in the actual application of CTC product. CTC products are not
designed, sold, or marketed for use in any particular application or installation; this
responsibility resides solely with the user. CTC does not assume any responsibility or
liability, intellectual or otherwise for the use of CTC products.

The information in this document is subject to change without notice. The software
described in this document is provided under license agreement and may be used and
copied only in accordance with the terms of the license agreement. The information,
drawings, and illustrations contained herein are the property of Control Technology
Corporation. No part of this manual may be reproduced or distributed by any means,
electronic or mechanical, for any purpose other than the purchaser’s personal use, without
the express written consent of Control Technology Corporation.

The information in this document is current as of the following Hardware and Firmware
revision levels. Some features may not be supported in earlier revisions. See www.ctc-
control.com for the availability of firmware updates or contact CTC Technical Support.

Model Number Hardware Revision | Firmware Revision
5200 All Revisions >=5.00.31




TABLE OF CONTENTS

INEFOAUCTION ...ttt et e sttt e st e st e st e e sabee e st e e sabeeeas 6
Remote Administration Features OVerVIEW.........cccuveevveeeriieeriieeiieeeieeeireesveeeevee e 6
FTP and Telnet CONNECTIONS. ......ccccutiiiiiieriieeiite ettt ettt e et e st e st e e s e e sbee e 8
FTP Server INterface ........ccovieiiiieiiieeeiieecee ettt ettt s e s 8
Supported FTP Commands ..........c..ooeiiiiniiiiiiiiiiieeiteeiee et 8
ACHIVE CONNECTIONS ...eeuiiieeiiieeeiieeeieeesieeesteeesteeessseeesseeessseeessseeessseessssessseeessssesssees 9
Passive CONNECHIONS. .......eeiiiieiiieeriieeriite ettt ettt e st e st e sttt e st e e sbeeesabeeenaee 10
Establishing FTP CONNECHIONS ......ccuvieriieeiiieeiiieeiieeeieeeveeeiveeeieeesaeeesreeesneeennnes 10
TeINEt INETTACE ...ceueeieeiiiieiieeee et et 14
FIASH DASK ...ttt ettt et e et e e et e e et e e ensaeeenaaeeenaeeennree s 19
IMUILIPLE DISKS....eeeiiiiieiieeeteet ettt st ettt e s e e sabee e 22
IMOUNLE DISK ..ttt ettt e e e e e ta e et e e e e e snbe e e e nneeennnes 23
Mount New ROOt DiSK ....cccuuiiiiiiiiiiiiiiieieeeeeeceeee e 24
ViIrtual DITECTOTIES ...veeevvieeiiieiiieeeieeeeieeesieeeeteeesaee e aeeeaaeesareesssaeeensneesssaeesssnesnnseeenns 24
Mount Virtual DITECOTY ......eeeriieiiiiiiiiieeite ettt ettt 24
System MeEmMOTY MaP......ccuiiiiiiiiiiieiiieeite et etee et e e e e eaeeeaaeesseeesnbeeennns 25
Firmware Updates OVETVIEW .......ccc.eiiiiiiiiiiiiiiieeiiee ettt sttt et et e e s 29
Firmware DiStriDULION. .......c.ciiiiiieiiiieciieeciie ettt sere e st e e sraeesaneeeasee e e 29
Firmware Updates (FTP) ......oooiiiiiiiieeee ettt 31
Firmware Updates (Srial).......cc.eeeiuiiiriiieiiiieiie ettt see e e e e es 36
InStalling Teraterm......c..eeiiiiiiiiieeiiee ettt st st e st esabee e 36
Setting Up TeraterM........cccveeeiiieeiiieeiiieeiieeeieeeeiee et eeeteeeseveeestbeeeereesaaeessaeesnseeennnes 38
Serial Port Transfer and Re-flash..........ccoccooiiiiiiie 41
(070) 11010) (1 10§ FO TSR 45
5200 Setup and INTHAZATION .....ccueiiiiieiiiieeriieeeeeeee et et esbeeeeibee e 47
Initial Setup, Factory Defaults .........cccccviiiiiiiiiieeiieciee e 47
Making Use of Extra Memory (Larger Flash Disks) ........cccccooiiiiiiiiiiiiiniiiiniiinieees 49
Installing WebMON or WebMON/CTHMI .......cccciiiiiiiiiiieiieecieeceeeee e 50

Enabling CTHMI with Key Code ..........cooriiiiiiiiiiiiiiiieeieeeeeceeeeeeee e 54



5200 Remote Administration Guide

Control Technology Corporation
Document 951-520001-0003 1/05



CHAPTER

Introduction

This document introduces some of the remote administrative features of
the 5200 controller. This includes both FTP and Telnet along with
details on how to remotely re-flash any firmware within the controller.
It is assumed that the user has read the Model 5200 Script Language
Guide (Document 951-520003). If not, it is advised that this manual be
kept handy since script commands are executed using Telnet. A general

overview of the resident Flash Disk is also provided along with a discussion on how to
replace the Quickstep firmware using a serial connection when Ethernet is not available.

For a full graphical browser based interface, it is suggested that WebMON (WebMON 2.0
User’s Guide, Document 951-520012) be used. WebMON may be executed within an
Internet Explorer browser and is written in java. This manual is meant for situations
where WebMON type capabilities are required but for some reason access to the resident
HTTP web server can not be made or is restricted for security reasons.

Remote Administration Features Overview

With the release of 5200 firmware revision 5.00.31 and above, a number of features are
available or have been enhanced. Those relevant to this manual are:

= Flash Disk

o
(@)
O

O O O O O O O

PC like file structure.

Support for multiple flash disks.

Virtual directory remapping, allows pseudo-names to be assigned to other
directories and disks and mapped as sub-directories on another drive.
Automatic mounting of multiple drives for access, UNIX like
mount/umount commands.

Ability to re-assign root directory to any drive.

Support for both FLASH and NV-RAM drives.

Structured support and storage for firmware flash updates.

Quickstep program storage and dynamic loading.

Large Recipe storage area.

Accessibility via Quickstep, FTP and/or Telnet

Standard disk drive utilities



o Thermocouple table storage allowing for field updates of newly supported
thermocouple devices.
= Script language

(@)

O O O O

Powerful commands to initialize registers, load programs, configure
the system

Executable from within Quickstep

Executable from Telnet and FTP command line

Executable at power up or reset

Executable from within other script files

= Remote diagnostics and updates

O

O

Remote firmware updates via WebMON, FTP and Telnet. All
firmware field upgradeable.

Quickstep firmware update via serial port.

Module firmware can be stored to flash disk for later updates.

Can determine contents of 5200 modules via WebMON or Telnet
along with version info.

Low level logging and debug functions for CTC remote field support
(UDPTerm).

Reference the WebMON manual for a full graphical, browser based
environment.



CHAPTER

F TP and Telnet Connections

The 5200 controller supports remote client connections for FTP and
Telnet. These are both industry standard protocols available on most
computer platforms. Dependent on firewall settings, these protocols can
be used to access a 5200, virtually anywhere in the world.

FTP Server Interface

The File Transfer Protocol FTP is a significant Internet standard for file transfer. The
current specification is contained in RFC-959. The 5200 operates as an FTP Server
listening on TCP port 21. Both Active and Passive modes are supported to aid in firewall
support. A sub-set of the RFC standard is implemented for operation in a control
environment, with a minimum file system. As detailed in Section 3, a flash disk is
resident within the 5200. The primary means to transfer data to and from the 5200 is via
FTP. You can download, delete, or transfer files to and from the controller and have the
support of a directory architecture that resembles that found on typical computer systems.

Supported FTP Commands
The following FTP commands are supported by the 5200:

cd- Change to a different directory.
delete- Delete a file.

dir - Displays a directory and the amount of flash memory that is available,
used up, or deleted.

get - Copies a file from the 5200 to a local directory on your computer.
Example: get filename.ext

1s - Lists files in the current directory. "1s -1" is equivalent to the dir
command.

1s “!<cmd>" —Invokes a Script Language command.



mget - Copies multiple files from the 5200 to a local directory on your
computer. Wild cards are limited to files with the same file extension. For
example, mget *.html copies all .html files from the 5200’s directory to
your local directory.

mkdir - Creates a new directory inside the current 5200 directory.

mput - Copies multiple files to the 5200 from a local directory on your PC. Wild
cards are limited to files with the same file extension. For example,
mput *.html copies all .html files from your local directory to the 5200’s
directory.

put - Copies a file from a local directory on your computer to the 5200.
Example: put filename.ext

pwd - Displays the current directory on the 5200.
quit - Quit the FTP session.

recv - This command functions the same as get.
rmdir - Remove directory.

send - This command functions the same as put (only binary file transfers are
supported).

Active Connections

In active mode FTP the client connects from a random port (> 1024) to the FTP server's
command port, port 21. Then, the client sends the FTP command PORT to the FTP
server. The PORT command tells the server what port on the client to connect back to,
from its local port. Typically the server will use port 20 for data connections but if that
port is already in use by another session, a free port in the range of 40000 — 40640 is

used.

From the server-side firewall's standpoint, to support active mode FTP the following
communication channels need to be opened:

FTP server's port 21 from anywhere (Client initiates connection)

FTP server's port 21 to ports > 1024 (Server responds to client's control port)

FTP server's port 20 (or 40000 — 40640, if 20 is in use) to ports > 1024 (Server
initiates data connection to client's data port)

FTP server's port 20 (or 40000 — 40640, if 20 is in use) from ports > 1024 (Client
sends ACKs to server's data port)



Passive Connections

In order to resolve the issue of the server initiating the connection to the client a different
method for FTP connections was developed. This was known as passive mode, or PASV,
after the command used by the client to tell the server it is in passive mode. This is the
default mode for Internet Explorer.

In passive mode FTP the client initiates both connections to the server, solving the
problem of firewalls filtering the incoming data port connection to the client from the
server. When opening an FTP connection, the client opens two random ports locally. The
first port contacts the server on port 21, control port, but instead of then issuing a PORT
command and allowing the server to connect back to its data port, the client will issue the
PASV command. The result of this is that the server then opens a random port (40000 —
40640) and sends a command back to the client instructing it what port the server will be
waiting on. The client then initiates the connection to the server to transfer data (in Active
mode the Server initiated the connection).

From the server-side firewall's standpoint, to support passive mode FTP the following
communication channels need to be opened:

e FTP server's port 21 from anywhere (Client initiates connection)

e FTP server's port 21 to ports > 1024 (Server responds to client's control port)

e FTP server's ports, 40000 — 40640, from anywhere (Client initiates data
connection to random port specified by server)

e FTP server's ports, 40000 — 40640, to remote ports > 1024 (Server sends ACKs
(and data) to client's data port)

Establishing FTP Connections

FTP is shipped standard with UNIX and Windows products. On Windows systems it is
typically invoked from the command line, although graphical interfaces are also
available, including Internet Explorer. When invoked from the command line the user
will be prompted for a user ID and a password. To start an FTP connection from the
command line, simply type the following, substituting the desired controller IP address
for the sample given:

ftp 12.40.53.200

The user will then be prompted for a Username and Password. The default shipping
ID/Password is admin/BlueFusion, as shown below (Script Language set password
command allows the changing of the password):

User: admin
Password: BlueFusion

Note that in most systems the password will not be echoed to the screen for security
reasons. Failure to enter the proper User ID and Password will result in disconnection.



e+ Command Prompt - ftp 12.40.53.200

Microzoft Windows HP [Uersion 5.1.268H1]
CGC» Copyright 1785-2801 Microsoft Corp.

C:wDocuments and SettingssHKevin.CTCxcd

Czw>xftp 12.48.53.208

Connected to 12.48.53.208.

228 FTP server rveady.

User €12.40.53.280:<none>>: admin
331 Password regquired for admin.
Password:

238 Yelcome to the Blue Fu=zion.
ftp>

Figure 2.0: Typical FTP Windows command line session

E——“ The command line always defaults to Active FTP Connections while Internet
Explorer defaults to Passive FTP Connections. If connection problems occur and a
firewall is present it is recommended that both versions be tried to verify whether the
firewall is blocking the required ports.

FTP can also be run through Microsoft Internet Explorer. The url for an FTP connection
to a Blue Fusion controller would be:

ftp://userid:password @ipAddress
Or as an example:
ftp://admin:BlueFusion@12.40.53.201

File Edit Miew Fawaorites  Tools  Help

G Back - J i]‘ /- ) search Folders mv

Address | fpeffadmin:BlusFusion@12.40,53.201 |

b

Other Places

[Q Inkernet Explorer
_!__"l My Docurments

=) Shared Documents
h} My Mebwork Places

Figure 2.1: Invoking FTP using Internet Explorer
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Hitting the <Enter> key would cause FTP access to the 5200:

File Edit Miew Favaorites  Tools  Help

@Back ¥ \) L@ pﬁearch Lf_-" Faolders v

Address | (@ frp:f12,40,53.201f

Other Places

aj Internet Explaorer
) My Dacuments

I Shared Documents
& My Metwork Places

Figure 2.2: Root directory of Blue Fusion after initial connection

Double clicking the _system folder would display the lower level folders:

File

Edit  ‘iew Faworites Tools  Help

@Eack - l\‘) L‘E pSearch lf__" Folders -.-

Address | @] ftpeff12,40,53, 201/ _system/
[CEDatatables:
CIFirmware
CiMessages

ChPrograms

Other Places

(] 12.40.53.201
B My Documents
Ic= Shared Documents
ﬁa MMy Mebwork Places

Figure 2.3: Sample subdirectory

To protect your password, it may be best to only enter the user ID as the URL within
Microsoft Internet Explorer. Anonymous logons are not accepted. An example using
Windows XP appears below.

ftp://userid @ipAddress
or as an example:

Control Technology Corporation 12
Document 951-520001-0003 1/05
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ftp://admin @12.40.53.201

@Back ) lﬁ fﬁ Search || Folders v

address | (@ fpeff12,40,53.201

Log On As

? Could not login to the FTP server with the user name and password specified.

FTF server: 12.40,53,201

Liser narne:; | adrmin T |

Password: | | T |

Afker you log on, wou can add this server to wour Favorites and return bo it easily,

& FTP does not encrypt or encode passwords or daka before sending them to the
server. To protect the security of your passwords and data, use \Web Folders
(webDav) instead.

Learn more about using Web Folders,

[JLog on anomymousky [ 5ave passwaord

Log on H Cancel

Figure 2.4: Login screen within Internet Explorer

Once connected in Explorer, you can move through the controller’s file system the same
way as you can your local computer. To copy files from the PC to the controller or
controller to the PC, simply drag and drop the file to the target folder. Note that if you
drag and drop on top of a folder, it goes into that folder, automatically creating any
subfolders. When directed to drag and drop things to the root directory that means on the
white space beneath any listed directories, not on top of the _system directory. Files may
be dragged and dropped individually, in groups, or even as a full directory tree. Files that
already exist will be overwritten.

Should a problem occur and Internet Explorer does not appear to work it may be due to
its default of Passive FTP Connections and firewall problems. Internet Explorer can also
be configured for Active FTP Connections by accessing the “Internet Options” dialog
box, Advanced Tab. Simple de-select the Passive mode which appears in the list:

Control Technology Corporation 13
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Internet Options E]@

General | Securty | Privacy | Content | Connections | Programs | Advanced

o
o
=
(']
=]

K KKK KK &

Enahle third-party browszer extensions [requires restart] |
Enable vizual ztyles on buttonz and controls in web pages

Force offscreen composzsiting even under Terminal Server [req.
Matify when downloads complete

Feuze windows for launching shortouts

Show friendly HT TP error meszages

Show friendly LR Lz

Show Go button in Address bar

Urnderlire links

(@) Always

{:::ﬁl Hower

() Mever

1z inline AutaComplete

' 22 Pazzive FTP [for firewall and D51 madem compatibility]
Wz smooth soralling

| @] HTTP 1.1 settings v

< »

[ Reztore Defaults ]

k. H Cancel H Apply ]

Telnet Interface

The 5200 supports a full Telnet administrative interface. Telnet is a standard Internet
remote login application protocol (RFC-854) which is available on most computer
platforms. The 5200 Telnet server listens for connections on the standard port 23. A
number of computer interfaces exist, both graphical and command line. Microsoft
Windows products ship with a command line interface that can be invoked by typing
telnet at a Command Prompt. Available commands may be displayed by typing help.
Once invoked:

v Jelpnet 12.40.53.200

%% llelcome to the Blue Fusion Administrator Interface x>

Login:

Figure 2.5: Windows Telnet screen

Typically all that is required is typing “telnet” and the ip or dns name of the desired 5200
controller. For example, typing telnet 12.40.53.200 displays the screen shown
below for a 5200 whose ip address is 12.40.53.200:



Command Prompt - telnet

elcome to Microsoft Telnet Client

Ezscape Character is 'CTRL+1’

Microzsoft Telnet?> help

Commands may be abbreviated. Supported commands are:

cloze cloze current connection

dizplay dizplay operating parameters

open hostname [portl connect to hostname (default port 23>.
guit exit telnet

set set options <type ‘set 7' for a list)
send send strings to server

status print status information

unset unzet options (type ‘unset 7' for a listl
help print help information

ft Telnet> _

Figure 2.6: Telnet login screen for 5200 controller

Graphical Telnet programs are also available. One example is from FoxIT Software,
Koala. Another would be WS_FTP from Ipswitch (www.ipswitch.com). The URL for
FoxIT Software is:

http://www .foxitsoftware.com/mkt/kt _intro.php

Once a Telnet screen is invoked and User Login and Password (admin/BlueFusion as
with FTP) sequence satisfied, numerous commands are available. These commands are
detailed in the 5200 Script Language Guide (Document 951-520003). Each Script
Language command is also accepted within FTP (1s ™!<cmd>"), Telnet, or as the
contents of a script file. Below is the Koala screen showing the “help” screen display:
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Figure 2.7: Telnet graphical screen displaying help commands for 5200 controller

Control Technology Corporation 16
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L 12.40.53.200 - KoalaTerm 3.4 - [default.mkt : Connection to12.40.53. 200]

® Connection  Edit  Yiew Window  Print Transfer
D|w|@(E@[& =2 o Ala]| #| = 8] 2#

<** Telcome to the BElue Fusion Adminstrator Interface ** >

Login: sadmwin
PaSSWDrd: FErEEEEE LS

ElusFusion/>help
<** Blue Fusion Adwinistrator Help Swamary V1.10 **x

[quit or logout to exit telnet session]

cd <directorys -> Change directory to that specified ../. works to.
delete <filensme> - Delete a file. <path/filensme> also legal.
dir <opt. directory> -» List all the files in the specified directory.
disable
debhugoger —-» Dizshle debugger commands.
safe -> Allow Cuickstep tasks to continue execution.
enable
debugger -» Enable debugger commands.
safe -» Halt Quickstep tasks when complete next step.
format flash —-> Erase flash disk, restoring full space
et
B datatable <filenames> —-» Load dtshle / system/Datatables/<filenamex
date [(get optional) ->» Display real time clock time/date
register <HEFHHE> ->» Read one or more registers

register <H##H> > <filename>—> Read registers and write to output file
Examples: get register 13002
get register 13002-13006, 20000, Z0005-20010 > script.ini

atatus —> Get current program state
throttles —>» Display commn. throttle table
versions -» Display all firmmare wersions and stick info
CHEFHER -» same as 'get register'
mkdir <directory> - Make a new directory.
prad -» Display current directory path.
reset -> Beset the controller

Figure 2.8: Telnet graphical screen displaying help commands for 5200 controller, cont’d

As can be seen from above, there is an extensive assortment of commands. The above
does not include the low level debug functions available for advanced users, which are
displayed in Figure 2.9. Refer to the 5200 Script Language Guide (Document 951-
520003) for more information in this regard.
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La 12.40.53.200 - KoalaTerm 3.4 - [default.mkt : Connection to 12.40.53.200]

B Conmection Edit Yiew ‘Window Print  Transfer

D[ (&[S =[2| e Als]| #| =] 8] 2[M]

Figure 2.9: Telnet graphical screen displaying low level debug commands

Control Technology Corporation 18
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CHAPTER

Flash Disk

A standard flash disk, with approximately 900K usable bytes (not

including WebMON), is shipped standard on all 5200 products.

Optionally, larger flash storage may be purchased, up to 56M. The disk

appears much like that of your typical personal computer; in fact, many

of the standard commands of MS-DOS™ are available for

administration via Telnet. Simplified administration can be done using a
number of low cost shareware FTP programs, such as FTP Voyager (11.1 or greater),
http://www.ftpvoyager.com. Below is a typical FTP session using a graphical user
interface. Internet Explorer may also be used (section 2) and files dragged and dropped
as required from your desktop. The benefit of FTP Voyager is you can monitor what is
actually occurring should problems occur. Lower left window, figure 3.0 displays status
information during file transfers and system commands.

™ 12.40.53.97 - FTP VYoyager
File Edit Wiew Tools Schedule Queue Help

:_Sites.RhinDSDFt.Blue Fusian v i Comnect atd | fF QuickConn €3 A Mode - i ] Find
:j ftpiff12.40.53.97)  New Dir & .
[#- ) _system
Mame B Size | Type Modified
I _system File Folder Flezlenng 7:05 PM
s »
(B} Desktop r : &
- Back - 5 i 7 Mew Dir + g
=] } My Computer 0 L =D El
- 3% Floppy (4 Mame 3 Size | Twpe Maodifisd ~
[#- e Local Disk (C:) 3 _system File Folder 6i21/2004 4145 PE
o ] . : -
E- DVDII o EE’V E’”VE (D:) Cibackup File Falder 4{7(2004 4:22 PM
[#]-=ge Local Disk. (E: & ;
= [_Jcom File Folder 612004 3:03 AM
@-%e Local Disk (G:) ¥ | Perlines Fil Frlder RITATRNNS 2110 BE Y
< > | »
Connecting ko "12.40.53.97" on port 21, ~ || File Skatus

220 FTP server ready,
Connected, Logging into the server
1= UISER admin
331 Password required For admin.
1 DAGE ek ok e
=2 < | >

1 itemis). ) Duration: 0;09: 34 lHl BIM




Figure 3.0: Typical FTP graphical session (FTP Voyager)

General usage and configuration is beyond the scope of this document but as a brief
introduction, it functions much like a typical PC Windows program where the top two
window regions are for the remote 5200 device, the middle two are your local hard disk,
and the bottom two are for display only showing current operations, command status and
file transfers. Typically the left window region (top two) is for directory tree information
and the right two is for sub-directory and file operations, exactly like Windows Explorer.
Note that when installing FTP Voyager, do not use PASV mode. You will be prompted
for this during and it is the default.

The flash disk is made up of a reserved _system directory created at the root of the
drive; within this folder are a number of other subdirectories with special functionality.

* 12.40.53.97 - FTP VYoyager

File Edit

Sites, RhinoSoft,Blue Fusion

Wiew  Tools

Schedule  Que

W

4 Frp:if12.40.53.97/

=l _syskem
) Datatables

+

s
s
s
s
s
s
s

1 Diags
1 Emails

1 Firrwware
1 Messages
1 Programs
1 Scripts

1 Web

Figure 3.1: Graphical system directory representation

ftp>r diw

2080 PORT command szuccessful.
158 Opening ASCII mode data connection for directory "/_systems"

dru—ru—1ru— ownerr
dru—ru—pu— ouvnerr
dru—ru—1ru— ownerr
dru—ru—pu— ouvnerr

dru—ru—1ru— owner

dru—ru—ru— ouner

dru—ru—1ru— owner

dru—ru—ru— ouner

226 Uolume: Capacity — 3839768

Etp; 439 hytes received in A.BB5econds 437000.H00Khytes sec.
t

group
group
group
group
group
group
group
group

61515 P
ARREaA
615151510 ]5]
ARREaA
615151510 ]5]
ARREaA
615151510 ]5]
18151615 ]5]

JUL
JUL
JUL
JUL
JUL
JUL
JUL
JUL

Free -

19:85
19:@5
19:85
19:@5
19:85
19:@5
19:85
19:@5

Datatables
Diags
Emails
Firmuare
Messages
Programs
Scripts
lleh

1487848 Deleted — 1256168.

Sub-Directories:

Figure 3.2: Command line

o Datatables - Thermocouple tables (Thermocouples.tbl) reside here
and future loadable data tables.



o Diags - Diagnostic parameters used by WebMON are stored within this
directory. Allows symbolic debugging and the sharing of monitoring
information.

o Emails — Email (.email) configuration files are located within this
directory. WebMON automatically creates and publishes them.

o Firmware — All modules, monitor, and communications firmware that
are to be loadable using the update command must be located here (see
Section 4.0).

o Messages — The message. ini file, for formatted output messages,
must be stored here (refer to 5200 Script Language Guide for details of its
use).

o Programs — All Quickstep and ‘C’ loadable User programs (.dso and
.srl files) should be placed here if they are to be run from scripts or Telnet
commands using the run program gsprog.dso type command.

o Scripts — All system scripts and .ini files except messages should be
placed in this sub-directory.

o Web — Root directory for the resident HTTP web server is located under
this directory. All web pages should be published below this directory,
including WebMON, jar files, and CT-HMI.

Disk administrative tasks can be generally done either via FTP or Telnet, supporting the
standard dir, cd, mkdir, rmdir, delete, and type commands. Directory
references use the forward slash ‘/’, as in UNIX, not the backward slash as in MS-
DOS™, in order to be compliant with standard FTP programs. Also note that all
filenames are case sensitive and you are limited to 79 characters total for directory and
filenames, combined.

When using the FTP graphical approach, right clicking the mouse on the relevant window
typically allows you to create your own subdirectories, while dragging and dropping a
file to a folder causes a transfer to occur and the file to be stored to the flash disk.

™ 12.40.53.97 - FTP Yoyager
File Edit Yiew Toals Schedule CQueus Help

;_fiites.RhinDSDFt.Blue Fusion V as_j, Connect  ag ;?Quickl:u:unn @ g Mode - 9 (_1 Find
o Ftpiff1z.40.53.97) ¥ New Dir &
[#-{—h _sysktem
Mame B Size Type Madified
I=E_system File Folder 7l2z2i2004 7:05 PM
ﬁM
Synchronize Foldéts...  Chrl+5
[ Put...
F Filker...
Cormrands »
Send FTP Command...  Ctrl+E

Figure 3.3: FTP graphical folder creation



The only exception to this is dragging and dropping either a firmware update or a
Quickstep program (.dso, .sr, .srl, and .bin file extensions), to the root directory
“/” will cause that file to be cached in dynamic ram instead of written to the flash disk
and then immediately activated upon complete transfer. If it is a Quickstep program, the
system will be stopped, the program loaded into non-volatile memory, and restarted with
the new program, if a firmware update, . sr, . sr1, or . bin file, the appropriate update
will be applied. Refer to the firmware update section for any special system resetting
required, since VBIAS is turned off during an update to ensure system safety. A Telnet
reset command must be initiated to reboot the system properly.

The flash disk must be periodically re-formatted if files are deleted often. Deleted files
are marked as deleted but reclaiming their space and erasing flash is typically much too
time consuming in a real-time control environment. As such, the Telnet administrative
session or a script file can be setup to execute the format flash command whenever
needed. One nice feature about most graphical FTP programs is they allow for directory
synchronization. This means if you keep a backup of your files at the PC you simply
have to tell the software to synchronize the folders and all data will be restored after a
format. The available disk space may be displayed at any time by using the dir
command within a Telnet or FTP session. The amount of space consumed by deleted
files will also be shown. Refer to Figure 3.2, next to the last line where it referenced
“Deleted 1256160, which refers to the number of bytes currently wasted by deleted files.

As with anything that is flash based, the technology is limited to the number of write
operations you can perform before it is no longer useable. Due to this limitation you
should not perform continual writing to flash from within a program. It is really meant to
be written to a limited number of times and read as often as you like. Even with this
limitation, it is rather large: you typically have up to 100,000 erase cycles before you can
expect errors to occur. This should be more than sufficient for any operation. Note that
when transferring Quickstep files to the system root directory, no flash write operations
occur, the application programs are stored directly to non-volatile, battery backed RAM.

Multiple Disks

The 5200 supports numerous memory options. The base unit consists of a 1 Meg user
flash disk (default). The web based WebMON administrative software occupies most of
this space. Should the user require more space than is available for their application they
can either reformat the drive, thereby deleting WebMON, or purchase additional flash.
The main system board supports up to 22 Meg, or up to two memory expansion boards
can be installed, each supporting 16 Meg, as well, for a total of 56 Meg, including the
base memory.

Utilities are provided within WebMON, as well as Telnet, to manage the mounting of
disk drives. The script command “mount” is used to add a drive, “umount” to remove
that drive.



Mount Disk
Mount [Address] [Size] [Name]

Address — This is the Hex address the disk is to be created within memory. It must start
with ‘0x’ and consist of 8 hex characters following. For example: 0x02000000, specifies
the start of the optional 32 bit wide flash disk on the main system board. Reference
“System Memory Map” section for available memory. Also, as shown in figure 3.4, the
‘m > Script command show available memory for disks.

Size — Size is the maximum number of bytes, on a 32K boundary, that the disk should
occupy. If a 32K boundary is not specified the firmware will ensure the boundary is met
before creating. Note that the larger the size the longer the mount command may take to
execute since it is sometimes automatically done. About 45 seconds for a 4M drive.

Name — The name of the new drive, preceded by a ‘/’. To create a new drive called
Mydrive the name would be ‘/Mydrive’. The ‘/’ designates it is mounted off of root,
(required). Example: Create a drive using the 1M main memory flash disk components,
starting at memory address 0x00100000. This is to be called Mydrive:

BlueFuzion/>»dir
drw—rw—rw— 1 owner group B8E256 JAN @1 B0:80 _systen
Volume:=: Capacity — 3839768 Free — 2278648 Deleted — B452880.

BlueFusions»enahle debuy
Debugger Commands enabled.

BlueFusion~>m f

Processing = m <f>
Memory Map from Bx000RAAAA to BxA8HRAARAA
at BxBH0AABEE to BxBBBaffff <(zize BxBEELOABAA 16> = Uszed
at BxBEOhAAEA to BxAALFFfff (zize BxA01500008
at BxB2008000 to BxBA23fffff <(zize BxBB400068
at BxB4008000 to BxA4B63Ifff (zize BxAA064000
at BxB4064800 to BxB4Ifffff (zize BxB017c088
at BxB6000000 to OxB62chfff (size AxA02cc@Bd 32> = Uszed
at BxB62ccBBl to BxBLffffff <(zize BxB0d4340808 32>

BElueFusions>»mount Bx001000080 1824888 ~MHuydrive
SUCCESS: Mount completed. formatting required if new drive.

BlueFuszions»cd Mydrive
SUCCESS: cd command successful.

BlueFusionsMydrive-*format flash
Formating diszk...
SUCCESS: Disk formated successfully.

BElueFusionsMydrive->»dir
Volume:=: Capacity — A?57?760 Free — A?595280 Deleted — B0AAAAA.

BlueFusionsMydrive.>cd ~
SUCCESS: cd command successful.

BlueFuzions>dir

dru—rw—rw— 1 owner group BAA256 JAN A1 BA:08 _=system
drw—rw—rw— 1 owner group 257768 JAN 61 660:880 Mydrive

Volume:=: Capacity — 3839768 Free — 2270648 Deleted — B452880.

BlueFusion/ >

Figure 3.4: Mount disk example



Mount New Root Disk

The standard 5200 is shipped with the root directory being on the small 1M flash area. In
larger systems, when additional flash is purchased, it may be desirable to change the root
directory location and place it on a larger flash drive. This allows for larger files, and
numerous subdirectories, without having to use Virtual Directories.

The procedure for creating a new root disk consists of using the ‘umount’ command to
remove the existing directory and then ‘mount’ the larger drive, saving the new
information by writing a 1 to register 20096. Below shows the removal of the base 1M,
existing root drive and the creation of a new root drive. The mount command took about
45 seconds. Always reboot after creating a new root disk prior to other operations:

BlueFuzion/ >umount ~
SUCCESS: File system un—mounted,. rehoot recommended if other

BlueFusions*mount HBxA2000000 4096808080 .~
SUCCESS: Mount completed. formatting reguired if new drive.

BlueFusions>»20076
28060%6 = 1

ElueFusion~s>reset

Virtual Directories

Virtual Directories allow the expansion of smaller flash disks. Since the base drive is
only 1M in size there may be times when the subdirectory tree can not be changed but
more space is required. An example of this would be Web files. They must reside within
the /_system/Web sub-directory. Should space become low a virtual directory can be
created under /_system/Web, referencing another drive. This allows background disk
expansion.

The mapping of directories does not survive power down and must be re-initialized upon
power up by placing the required commands within the _startup.ini file, which is
executed at power up. Reference the Model 5200 Script Language Guide (Document
951-520003).

Mount Virtual Directory
Mount [“Virtual Path”] [“Actual Path’’]

“Virtual Path” — The Virtual Path is the path that will be referenced by the accessing
host or user, its last node in the directory tree given should not exist. The higher level
directories must exist. In other words if the virtual path is “/_system/Web/remapped”
then _system and Web must exist but remapped should not as it will be mapped to an
actual location by referencing the “Actual Path”. All access must reference root (‘/’)
for the virtual directory (and Actual Path) to function correctly. Additionally, the
double quotes are required.

“Actual Path” — The Actual Path is the path that will be substituted for all Virtual Path
references. This path may reside on the same or a different drive regardless of media



type (RAM, SDRAM, or FLASH), or media width (16 or 32 bits). If a mounted drive is
being accessed (other than ‘/’) at least a single subdirectory must exist on that drive. The
subdirectory does not have to be used nor referenced, just exist.

Example: Create a virtual subdirectory under the /_system/Web subdirectory that
reference the new drive /Mydrive created in the previous section. The virtual directory
will be called MyProject and it will use the entire /Mydrive storage area.

BlueFusion/Mydrives>cd ~_systemsUeh
SUCCESS: cd command successful.

BlueFusion/_suystemnslebs>dir

drv—rw-ru— 1 owner group HBAB256 AUG A7 17:48 CTHHI

drv—ru-rw— 1 owner group BEEEAA AUG A9 17:-48 jar

drv—rw-rw— 1 owner group HABAAA AUG A2 17:48 webmon

Volume:=: Capacity — HB?8280H0 Free — B?79688 Deleted - HHABBAA.

BlueFuszion/_systemslebs*mount "/_systemsUeb MyProject" " Muydrive"
SUCCESS: mount completed.

BlueFuzion/_systemnsWebhs >dir

dru—ru-ru— 1 owner group BAB256 AUG A9 17:48 CTHHMI

drv—rw-ru— 1 owner group HBAAEAA AUG A7 17:48 jar

dru—ru-ru— 1 owner group BEBAAA AUG A9 17:48 webmon
drv—rw-rw— 1 lnked group BEBAAA 777 A1 @G80 MyProject

Volume:=: Capacity — HB?82800 Free — B?79688 Deleted — HHABBAA.

BlueFusion/_systemsUebhs>cd MyProject
MyProject: Ho such file or directory.

BlueFuzion/_systemnsWebs>cd ~_systemsWebh MyProject
SUCCESS: cd command successful.

BlueFuszion/_systemsUebh MyProject./>pud
"s_systemsUHebhsHyProject/s" iz the current directory.

BlueFusion~s_s

Figure 3.5: Mount virtual directory MyProject example

In the example, the /_system/Web directory was made the current directory and a list of
existing sub-directories was made. Note that MyProject does not exist. The mount
command was then executed and another directory run, MyProject now appears. Instead
of ‘owner’, ‘Inked’ now appears and ??? is listed as the date. Attempting to change to
that directory initially fails. As noted previously, all references must be from the root
directory, thus including the ‘/* reference. The command is now done again, referencing
the entire path ‘/_system/Web/MyProject’ and that directory now becomes current.

E——“ The ‘dirmap’ command can be used to retrieve a list of directory mappings.

System Memory Map

The advanced ‘m f* command is used to detect what memory is present within your
controller for use with the ‘mount” command. The ‘enable debug’ command must first
be issued followed by the memory map, ‘m m’ command:



BlueFusions*enahle debug
Debugger Commands enahled.

BlueFusions>m f

Processing = m <f>

Memory Map from BxBBARAAOH to AxEEBRBAGEHE

at
at
at
at
at
at
at

BxBBBRRRRA
BxBBBLBBBA
BxB2BBBRRA
BxB4B88BBA
BxB486488008
BBt BBBBBA
BxH62ccBBA

to
to
to
to
to
to
to

BxBBBaf £ 1
AxAO1fEFET
BxB23fEF LT
AxA4863fF
BxBI1fEfES
BxB62chfff
BxBeffEfES

(zize
(ziz=e
(zize
(ziz=e
(zize
(ziz=e
(zize

BxBBBLhBABBA
BxB01588808
BxBB488RRA
BxBBB6 488008
BxB017cBBR
BxH62 cc BBl
BxBBd 34888

162> = lUsed
162>
32>
32 = lUsed
32>
32 = lUsed
32>

BlueFusion/ >

A complete memory map of all installed memory within the controller is shown, along
with what is being used by the 5200 controller itself (* Used). FLASH, NVRAM and/or
SDRAM may be used (NVRAM is battery backed). SDRAM will not survive power
down and although available it is not recommended for anything but temporary storage.
It is also the area used by ‘C’ loadable programs. The example above shows numerous
areas of memory and has a 4M flash option installed on the main board.

The table below summarizes the address space where memory can be found. Location,
reserved areas, and expansion possibilities are listed:

FLASH
Location Address Range Max Bytes
Main Board — Boot, 0x00000000 to 0x007FFFFF 8M
default flash disk 0x00000000 to 0x001FFFEF (min base unit), (first IM 6
0x00100000 to 0x001FFFFF (min user space) reserved®)
(up to 640 series flash) *subject to change
Main Board — 0x02000000 to 0xO2FFFFFF
Expansion memory (up to 640 series flash) oM 2
Top Memory Expansion  0x01000000 to 0x017FFFFF
Board (up to 640 series flash) oM o
Top Memory Expansion  0x03000000 to 0x037FFFFF
Board (up to 320 series flash) M 2
Bottom Memory 0x01800000 to 0x017FFFFF
Expansion Board (up to 640 series flash) oM o
Bottom Memory 0x03800000 to 0xO3FFFFFF
8M 32

Expansion Board (up to 320 series flash)

Total Maximum 56M




NV-RAM (Battery Backed)

Bus
Location Address Range Max Bytes .
< Y Width
Main Board — Boot, 0x04000000 to 0x041FFFFF 2M
default flash disk 0x04100000 to 0x041FFFFF (min user space) (first 1M ©
reserved®)
*subject to change
Top Memory Expansion  0x04400000 to 0x045FFFFF
2M 32
Board Bank 0
Top Memory Expansion  0x04600000 to 0x047FFFFF
2M 32
Board Bank 1
Bottom Memory 0x04800000 to 0x049FFFFF
: 2M 16
Expansion Board Bank 0
Bottom Memory 0x04A00000 to 0x04BFFFFF
. 2M 32
Expansion Board Bank 1
Total Maximum 10M (OM
user)
SDRAM (Dynamic Memory, volatile at hardware reset and power down)
Location Address Range Max Bytes B.us
Width
Main Board — Execution  0x06000000 to 0xO6FFFFFF
area for firmware and 506000000 to 0x061FFFFE  (2M)
‘C’ User programs Program execution area, copied from flash
0x06200000 to 0x062FFFFF (1M)
Current Program ram storage and heap
16M
0x06300000 to 0x063FFFFF (1M) (8M User) 32

Reserved

0x06400000 to 0x06BFFFFF (8M)
'C' Development area

0x06c00000 to 0xO6FFFFFF (4M)
Available, FTP re-flash area @ 0x06c00000.

Total Maximum 16M
(8M User)
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CHAPTER

Firmware Updates Overview

Periodically Control Technology will release new Quickstep firmware

updates. Typically the updates will be posted to the main web site,

www.ctc-control.com, customer download page. These updates can be

loaded into the controller either using the COMI serial port, or

preferably, with FTP, over Ethernet. Also, should a problem ever occur

during the re-flash operation of the controller, such as loosing power
prior to completion, it may be necessary to use the serial port utilities within the resident
Bootloader to install the Quickstep Firmware. Although this should never occur, it is
Murphy’s Law that power may be lost during re-flashing. Since the FTP protocol runs as
part of the Quickstep firmware, if this part of flash becomes corrupted only the serial port
may be available.

E_—“ FTP is always the preferred method of updating firmware.

Firmware Distribution

The files for updating a controller, main board Quickstep firmware, are distributed in a
zip file called 5200FullInstall.zip. To install this create a temporary
subdirectory on one of your hard disks and extract this file to that location. The
following files will be present:

teraterm.zip Serial terminal emulation program for firmware
installation.

BES200V######.srl
Quickstep firmware for flash where ###### is the
revision number. LAN5200.sr1 may be used instead if
present. This is the same type of file except that its name
does not include revision information.



5200 Remote Administration Guide

Control Technology Corporation
Document 951-520001-0003 1/05

Blank

30



CHAPTER

Firmware Updates (FTP)

All 5200 Firmware is field upgradeable via an Ethernet FTP connection.
This typically consists of transferring either a binary (.bin) or S
Record (.sr and .sr1) file to the controller. There are numerous
different files available, each to update differing functionality and
modules. Filenames used are created as follows and are case sensitive:

[base name] V [revision, ####].[file type extension]
Where #### is the revision level of the firmware.

BE5200V######.srl — Main Quickstep operating environment firmware, typically a
1.9 meg S record file which cannot be stored directly to the flash disk due to its large
size. Place only in flash disk root directory for immediate update.

com5200V####.bin — Main board communications controller firmware (Atmel),
about 2K binary file.

5130V####.bin— Analog Input Module firmware, about 3K binary file.
5131V####.bin— Analog Input Module firmware, about 3K binary file.
5132V####.bin— Analog Output Module firmware, about 3K binary file.
5140V####.sr — Servo Module firmware, about 350K S Record file.
5150V####.sr— Stepper Module firmware, about 350K S Record file.

mon5200V####.sr — Main board CPU boot monitor file, rarely updated, about 100K
S Record file.

File transfers to the root directory of the 5200 file system are temporarily stored in
dynamic memory and then immediately begin re-flashing the appropriate module (refer
to Section 3.0). Small firmware files can be stored on the flash disk in the
/_system/Firmware sub-directory to allow updating of modules via the Telnet



update script command, at any time. Quickstep programs are automatically stopped
during re-flash operations and once all firmware is updated a reset command must be
initiated to re-activate VBIAS and restart the application program.

Note: Upon initiating a firmware update the 5200 S3 LED will provide the following
visual feedback:

1. S3 flashes once then turns off during the erase cycle.

2. S2 and S3 rapidly flash at different rates as blocks are programmed.

3. S3 flashes 3 times at completion to signify the flash has been programmed
correctly.

Once firmware has been updated and the unit reset, it is best to observe the current
revision levels of firmware to confirm that the modules updated are operating properly.
This can be done by issuing the telnet get versions script command.

As an example, the following shows the process of updating the 5200 main board
communications controller chip with a file called com5200V0109.bin. There are two
approaches. If you are near the unit you may simply invoke an FTP session and send the
com5200V0109. bin file to the root directory:

ftp> dir

288 PORT command succeszzful.

158 Opening ASCITI mode data connection for directory "
drv—ruw—rw— 1 owuner group BAB2ZS56 JAN B1 27Y:19 _system

226 Volume: Capacity — 89972424 Free — 07768008 Deleted — BBBE0HA .
ftp- 55 butes received in B.B1S5econds 5.58Kbhytessec.

ftp» send c:%5180%~con5188UH107 .bin

2800 PORT command successful.

158 Opening Binary data connection for comS51@80UBA1HA7.bhin Flazh ROM loading.
226 Programming Complete.

ftp- 1236 bhytes sent in B.BBS%econds 1236008.00Kbytes sec.

ftp>

Figure 4.0: Sending com5200V0106.bin to root directory for re-flash via FTP

You will notice the S3 LED rapidly flashing and then stopping. Although the controller
is still functional it is typically recommended that either power be cycled or a reset
command be initiated prior to use. From FTP this would be 1s “!reset”. Note the
double quotes are required and connection would be lost since the watchdog timer will
force a reset.

A better way to do an update is to have the com5200V0109. bin (or other image file)
stored on the flash disk in the /_system/Firmware subdirectory. Then invoke
Telnet and issue the update command. In addition to the flashing S3 LED you will get
descriptive feedback during the re-flash process and if an error occurs it will be
displayed.

First begin with storing the file to the /_system/Firmware directory. Using the
graphical FTP interface is simply a drag and drop but the command line interface is
shown below for more detailed information:



ftp> dir

200 PORT command successful.

158 Opening ASCII mode data connection for directory “~_system-sFirmuare."'
226 Uplume: Capacity — 6999424 Free — 8997716 Deleted — O000BAA .

ftp> send comS1HBUALA? .hin

208 PORT command successful.

158 Opening Binary data connection for comS1BABAUA1HAT . bin

226 Transfer complete.

ftp: 1236 hytes sent in B.ABSeconds 12360008.AKbhytes- sec.

ftp> dir

200 PORT command successful.

158 Opening ASCII mode data connection for directory '/_systemsFirmware-"
—ru—ru—ruw— 1 owner group BE1236 MAR B4 B8:25 com5188UH187T.hin

226 Uplume: Capacity — @999424 Free — 8976008 Deleted — OUBBEAA .

Etp; 64 bhytesz received in B.81S5econds 6.48Kbytez-ssec.

t

Figure 4.1: Transfering com5200V0106.bin to /_system/Firmware directory

Now invoke a Telnet session and run the update com5200V01096.bin command:

[ Command Prompt - telnet 12. 3.201

<#% llgelcome to the Blue Fusion Administrator Interface =3

Login: admin
Pas=zword: SoE- oo JuE oD

BlueFusion->update comS5188UE1EY? _hin
Atmel Communications Re—FProgramming:
Flashing COMM. ..

Processor Type 1 found.

Read EEPROM. ..

Eraze Chip...
Urite Data...

Write bhack EEPROM settings...
Uerify EEPROM. ..

Programming Complete.

BlueFusions>

Figure 4.2: Updating com5200V0106.bin from Telnet

Note that there will be a several second delay after the “Programming Complete”
message and the return of the “BlueFusion>" prompt. This is normal and your S3 LED
may flash 3 times during this period. Now re-flash any other firmware you desire, and
then enter the ‘reset’ command, which will cause your connection to be dropped since the
unit is essentially rebooted.

When re-flashing the main program, BF5200V###### . sr1, the process is the same as
depicted in Figure 4.0 when using Telnet, or Figure 4.3 with Internet Explorer. You
simply connect to the 5200 via FTP, don’t change directories and issue the command
send BF5200V####4##.srl. This assumes the file exists in the directory where you
invoked FTP. The file will be transmitted to dynamic RAM with the normal Quickstep
program running in the background. Once properly loaded the Quickstep program will
be halted and you will see S2 and S3 LED’s flicker at a high rate for about 5 seconds as
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the file integrity is confirmed, then off for several seconds, flash once, delay, then flash
rapidly while re-programming the unit. DO NOT POWER OFF during this time period.

After about 40 seconds the rapid flashing will stop and the controller will reset itself, and
in about 5 seconds the program will restart automatically and you will be back online and
operational. No power cycling is needed. Should you lose power during reprogramming
or not be able to proceed, refer to chapter 6, Quickstep Firmware Update (Serial).

™ Serial Re-Flash

Edit  Wiew Faworites  Tools  Help #

File

@Eack B @ l@ pSEarch E‘_'Fnlders v

Address |I53) Ymoe\Download\KevH_S200Customerkits (Preliminary)\PKG 5200 for Release|5e ¥ | (£10]

S200Fulllnskall
2,170 KB

File and Folder Tasks

®} Rename this File
& Marve this file
Copy this File
&N Publish this file to the

I, L]

BFS100Y050019,5r1
SR1 File
1,659 KB

Edit  View Favorites  Tools  Help #

File

eﬁack w2 O L% pﬁearch L:E: Folders "

v B G ks

Other Places _system Mydrive

g Inkernet Explaorer
) My Documents
ﬂ My Mebwork Places

EFS100WO050019, 5r1
SR1 File

Iser: admin & Internst

Figure 4.3: Updating main firmware with Internet Explorer, drag and drop.

Any time firmware is replaced within the controller, a backup of the flash disk
and any resident Quickstep program should be made, if it does not already exist

elsewhere. Although loss is unlikely, it is still possible should power failure occur.

Control Technology Corporation
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CHAPTER

Firmware Updates (Serial)

Although FTP is the recommended method to re-flash controllers the

Quickstep Firmware can also be re-flashed using serial communications.

A simple terminal emulator is used to select the file and send it to the

5200 when it is powered up in a special mode. Chapter 4 introduced the

5200FullInstall.zip file that is available which included the terminal

emulator and firmware. This section concentrates on the installation and
use of the terminal emulator when connected to the 5200 by a serial port.

Installing Teraterm

Teraterm is an open source, freely distributed terminal emulation program. Unlike
utilities shipped with Windows, such as HyperTerminal, it can communicate at much
higher rates of speed. Re-flashing with HyperTerminal would take over an hour, with
Teraterm, minutes.

The teraterm.zip file is included in the CTC firmware distribution image or it can be
downloaded from its author’s web site: http://hp.vector.co.jp/authors/V A002416/teraterm.html

To begin installation the teraterm.zip file should be unzipped to a temporary directory.
Begin by double-clicking the ‘setup.exe’ file. Below will appear, click <Continue>:

Tera Term Pro Setup E|

Thiz zetup program will install Tera Term FPro
version 2.3,

Select the language mode of Tera Term.

Language:
Japanesze
Ruzsian

Exit Help
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Click <Continue> at the warning about previous versions of TeraTerm. If you have a
previous version either un-install it or configure it proper:

Tera Term Pro Setup I‘XI

MOTE: If you have an old verzion of Tera
Term Pro, you can not rn it during the
inztallation process. [f you are running it now,
pleaze close it

Back Exit Help

Change the installation directory, if desired, click <Continue>:

Tera Term Pro Setup: Destination Path E|

Tera Term Pro will be installed inta the
following directany.

=El (- PROGRARM FILESSTTERMPRO

If Tera Term zetup files exizt in the path, they will be
renamed and backed up, Others will be ovenwritien.

Euntinuﬂ Back Exit Help

The files will begin installing and a shortcut will automatically be created. A desktop
directory window will also appear, simple click the X box and close it:

& Tera Term Pro

File Edit Wiew Favorites  Tools  Help i E‘@
% Pacl b ) F.\J . -
. & Back \_/I I? 7 Seatch i Falders
: Address | CADocuments and Settingsikenk\Skart MenulProgramsiTera Term Pro b | G@o

Marme = Size  Type
File and Folder Tasks 2 @Tera Termn Pro OKB Shorkcut

The following screen will appear beneath:

Control Technology Corporation 37
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Tera Term Pro Setup: Complete

Tera Term Pro iz installed on pour hard disk.
Touninztall Tera Term Pro, wn “Add/Remove
Frograms"' in Control Panel, ar rin
TTUMINST.EXE in the “Windows directony.

Please read READKME. TeT for uzage and
copnght information of Tera Term Pro.

Click <OK>, Teraterm is now installed.

Setting Up Teraterm

Teraterm can be invoked from the standard All Programs menu:

—

All Programs B @ Tera Term Pro A 0 Readme
= — "-‘a- Tera Term help
ﬁ| Log OFf (@ | shut Dow

e TEra Term Pro

Upon startup the following will appear:

5 Tera Term - COM1 VT

File Edit Setup Control  Window  Help

(i

If you are using COM1 and you are using the distributed zip file from CTC then proceed
to the File Transfer section. CTC pre-configures the Setup as required by the 5200. For
installations that require changes the following are the required setup screens:

Control Technology Corporation 38
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I Tera Term - COM1 ¥T

File Edit BSEMEsM Control Window  Help
| Tervinal... A
Window, ..
Fonk...
kevboard...
Serial port, .,
TCRJIP. .
zeneral...
Save setup...
Reskore setup...
Load key map... o
Terminal (Terminal size is as desired, New-line is important to verify):
Tera Tenm: Terminal setup
~Terminal size ~MNew-line oK
60| ® |15 Receive: |CR -
¥ Term size = win size Transmit: cp - Cancel
: i Help
Terminal ID: [VT100 ~ [ Local echo
Answerback: ‘ [ Auto switch [VT<->TEK]
Serial Port (Set Port as required):
Control Technology Corporation 39
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Tera Term: Serial port setup

Port: - oK
Baud rate: W
Data: m Cancel
Parity: m
Stop: 11 bit v] Help
Flow control: W

 Transmit delay-

0 msecfchar ]ﬂ msecfline

x]

General (default port to open when invoked):

Tera Ternm: General setup El
Default port: i
Language: JEninsh |

OK Cancel ‘ Help ‘

Once all parameters are set you should now save them to a configuration file by clicking
‘Save Setup’:

I Tara Term - COM1 ¥T

File Edit BSEEEEN Control Window  Help

| Terminal, .,
Window, ..
Fank, ..
kevboard...

[

Serial port. ..
TCR{IP. ..
General..

Restore setup.. [!

Load key map...

=
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Tera Tenm: Save setup

Savein: |I) TTERMPRO ] £% Ef-

2 L TERATERM

by Recent
Documents

Desktop

)

ky Documents

ty Computer
“53 File riame: [TERETERM o] [ saep]
MyMetwork — Save astype: | setup files [*ini -] Cancel
Places
Help

Serial Port Transfer and Re-flash

Make sure the controller is turned off and plug the PC communications port cable into the
COMI connector. You must also connect a loopback plug into the COM2 port that loops
the TX line to the RX line. This would be the outer 2 pins on a 4 pin Telco connector,
pins 2 and 5 on a 6 pin Telco. The loopback is required since at power-up the bootloader
will toggle the TX line and check for a framing error on the RX line. If the error occurs it
then knows the plug is in place and it should not attempt to load the Quickstep firmware
into SDRAM for execution. It instead enters a special mode that allows for re-flashing
via the serial port.

With the loopback plugged into COM?2, at initial power-up, LED’s Power and S1-S3 will
light for a moment, then Power and the S2 LED. The S2 LED will stay on indicating the
bootloader is active and ready for commands.

The following should be seen on the Teraterm terminal screen:
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5 Tera Term - COMA VT
File Edit Setup Control  Window  Help

Send S—Record file, B to cancel: =

(>

[ £

[
|

This indicates the 5200 is ready for the transfer. After each line of the Motorola Hex S-
Record file is send the 5200 will respond with an X-OFF. Upon re-flashing the specified
area an X-ON will occur. This will continue until complete.

Next select the file to transfer to the controller using the File->Send File menu selection:

5 Tera Term - COM1 VT

Fl-8 Edit Setup  Control  Window  Help
Mew connection... AL+ -~
Lo... |to cancel: =
TransFer [! »
Change directary. .,
Prink... alk+P
Disconneck
 Exi e+ v
Y= >
A dialog will appear where you can browse for the 5200 firmware .sr1 file:
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Tera Term: Send file

Look in: | B3 DRIEINIERTE ~| - @ e E-
delpassw, kH |w=_°j keycodej |w=_°j readme L’-ﬂ ttpernn. dil
dialup. ktl login, |"§j readme] |_“1fl] ttpdig.dil
2B TEMKEYE ) marro HTERATERM (%) ttpfile.dl
B KEYBOARD ) macroj ) ttermp I:I:pman:rn:n
# keyeode 2B NTISKEYB @) ttermpj 4] ttpset.di
[Z] keyeade 2B PCOEKEYE Ehttermpra | %] thptek. di
File narne: ]
Filez of type: |a|| _:J Cancel

Help
Optiar
[~ Binam

Browse and select the file:

Tera Term: Send file

Laak in: ]lé TeraT emm :_j & I'j{ Ef-

E:FS:?_-'D 04050013, 511

:@teraterm

File name:  [BFG200v050013
Filez aof type: |aII :_J Cancel k
Help
O phion -
[ EBinary

The file will begin transferring and the 5200 will report the information on the Teraterm
terminal as it occurs:
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SF—

Send S—Record file, ¥ to cancel:
‘Default Boot Pgm in DRAM
Pgm at B6B88AAA to B6B%af6B,. bhoot at ABBBBBGA
iClearing Flash from 8018880 length BAA180HA OK
learing Flash from BBB20HHA length BBB188AA OK
learing Flash from BBA38HHA length AAB1BBAA 0K
learing Flash from 88848008 length B8B188AA OK
learing Flaszsh from BAAS58HHA length ABB1808AA OK
learing Flaszh from 888680000 length BBB18888 0K
learing Flazsh from BBA7AHHA length ABB1808AA OK
learing Flaszh from 80888000 length BBB188868 0K
learing Flazsh from BAA?00HA length ABB108AA OK
WClearing Flash from 888a88688 length 8001806080 OK
o0 hoot length BABAAA1A
‘Data at 868827408

T

== 12ra Term: Send file

Filename: IF5200¥050013.5r1

Bytes transfered: 32100

Close Pause Help

The Clearing Flash lines notify you that flash for those blocks has been erased. The
‘Data at’ refers to each line of data from the file as it is programmed into the flash.
Transfer time will depend on your computer, typically a few minutes, with a 1.8M file
size. Upon completion the following will appear, with ‘Done’ at the end of the last line:

5 Tera Term - COM1 ¥T
File Edit Setup Control  Window  Help

end 5—Record file, ¥ to cancel:

efault Boot Pgm in DRAM

gm at B6AAAAAA to ALGA%af6B,. hoot at AABAAABA
learing Flaszsh from BAA188AAA length AAB188AA 0K
learing Flazh from 80020000 length 88018888 0K
learing Flazh from BAA3AHAA length ABB188AA 0K
learing Flazh from 80040000 length 88818888 0K
learing Flazsh from BAASAAAA length AAB188AA 0K
learing Flazh from B0B6000@ length B0018888 0K
learing Flash from BAATAAAA length ABB188AA OK
learing Flaszsh from BAABAAAA length AAA18BAA 0K
learing Flash from BAA?78HAA length AAA188AA OK
learing Flaszsh from BAAaAHEAA length AAA18BAA 0K
o hoot length AABAAALA

rite Boot ABA1AAAA: ALCHAAAAA ALA%af5f A3Ah7eHA ALBG488@ Done




The terminal will automatically reboot, remove the loopback plug and cycle power. The
5200 should now be ready for operation but may require some final tasks, such as setting
IP address information, etc. Typically any administrative settings, such as IP
information, that was within the 5200, prior to Firmware update, should have been
restored.

Completion

Now update any analog or motion modules with their proper firmware, via FTP and
Telnet if required. The serial port can only update the main Quickstep Firmware.
Detailed instructions for this may be found in Chapter 5, Firmware Updates (FTP).
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CHAPTER

5200 Setup and Initialization

A 5200 is shipped fully enabled and setup to a factory default. In some

instances the default is not that desired since options such as extra

memory may be ordered or other special requirements, requiring custom

configurations. This section assumes that you have a 5200 with no

configuration, reset to factory defaults, and then detail how to map an

example larger hard disk, load WebMON and/or CTHMI files, etc. You
do not necessarily have to set your 5200 to factory defaults to load new file
configurations, this is for example only and you may reference the relevant section as
required, skipping those that may not apply.

Initial Setup, Factory Defaults

The 5200 may be restored to its initial factory defaults in a number of ways:

1. Write a 1 to register 20097, cycle power on the 5200. Factory defaults are now
restored.

2. Use telnet and execute the “set factory defaults” command, cycle power. Factory
defaults are now restored.

BlueFusion~»set factory defaults
SUCCESS, factory defaults restored, cycle power...

BlueFusion/ >

3. Use WebMON, selecting the “Restore Factory Defaults” button within the Setup
screen, then cycle power on the controller:



g Setup - ONLINE {ctc_bf_weave1)

Swskem

Ethernet Serial Summary

Metmory Heap Used:

136952

[ Restore Factory Defaults ] [ Hardware Reset ]

Active Threads Summary:
O62z228c0 3ystem Timer Thread 3uspended
06228c94 03 Main Ready to run
06228350 Quickstep 3ystem Tic Waiting on Delay
Oa2z283ec Thread Monitor Waiting on Delay
0e2leaz8 Network Startup Waiting on Delay
N6Zz4e0d CTC_EBEF_Weawel Waiting on Ewent Flag
N62le?5c Command Processor Waiting on TCP/IP
0622al04 GDE thread Suspended
O62z24led Analog Input Zcanner Waiting on Delay
N6227650 CTC_EBF Weawel Waiting on TCPAIP
Oa2zbcfc UDF Peer to Peer BX Waiting on TCERAIP
O622cddc Peer Monitor Eeady to run

Fun Programs RTC Setup Etmail Matification Authertication Security

Dizk=
System

bt

Some of the things that factory defaults will do is delete any _startup.ini file, enable
DHCP, clearing out any existing IP information and restore the default Flash disk to
being the root drive “/”, disabling any other mount information of additional memory
devices. Once we have restored factory defaults it is then recommended that the flash
disk be formatted, removing all files and setting the disk to a known empty state. This is
typically done by telnet since WebMON may not necessarily be installed and if is

installed will be erased by the format command:

BlueFusion/>»dir
dru—rw—rw— 1 owner group BAA256 OCT A6 16:37 _sustem
UJolume:= Capacity — B982888 Free — 8277680 Deleted - BU0000H.

BlueFuzions*format flash
Formating diszk...
SUCCESS: Disk formated successfully.

BlueFusions»dir
drv—rw—rw— 1 owner group BAB256 OCT 19 17:46 _sustem

UJolume:= Capacity — B982888 Free — 8277680 Deleted - BU0000H.

BlueFusion/¥




Note that the initial flash disk is just under 1M in size. If your 5200 was ordered with the
default flash disk size or you do not want to make use of the added disk space you may
now reference the “Installing WebMON Only” or “Installing CTHMI and WebMON”
section, whichever is relevant.

Making Use of Extra Memory (Larger Flash Disks)

There are numerous memory configurations available for a 5200. Additional Flash and
RAM may be used to setup larger flash disks than the default 1M shipped with all units.
To determine the available memory capacity within your 5200 use the telnet “memory
free” command or reference WebMON (if installed, note if disk was formatted it is not
presently installed):

Telnet:

BlueFusions *memory free

FLASH 16 Bit BxA0ELAABE-—BAxBB1fffff 1376256 Bytes
FLASH 32 Bit Bx@2000000-AxB27fffff B838BB6HB Butes
MURAH 32 Bit OxB4064000-0xB41fffff 1687552 Bytes

SDRAM 32 Bit BxB62ccBiB-OxO6ffffff 13844480 Bytes
a3

BlueFusions >

The above unit contains both NVRAM and FLASH. For flash disk it is best to use
FLASH, thus 0x02000000 to Ox027fffff has 8388608 bytes available. Memory areas
must be consecutive and part of the same chip set (single line) when mapped to a disk.
Chapter 3 discusses the use of memory in more detail, allowing you to create a disk and
then map sub-directories within that disk (Virtual Directories) to other memory locations.
For this example we will keep it simple and create an 8M root *“/” flash disk to replace
our standard 1M disk. Although we could reuse the 1M space as a virtual directory, that
is beyond the purpose of this section.

Within Telnet issue the following commands:

BlueFusion/ >umount ~
SUCCESS: File system un—mounted. »ehoot recommended if others

BlueFusions>mount UxB2000000 8388608 -
SUCCESSE : Mount completed, formatting required if new drive.

BlueFusions>280096=1
20896 = 1

BlueFusion/ *reset

After the mount command the display will hang for about 3-4 minutes as the disk is
automatically formatted. Note that a 1 is written to register 20096 to make sure the
information is saved about the mounted drive, and then a reset is issued to reboot the
controller.



Now, once reset is complete, telnet back into the controller and check the available space
using the dir command, it should be around 7.8M, some space is lost due to formatting
overhead:

BlueFusion/>dir
dru—ru-ru— 1 owner group BAB256 OCT 19 28:83 _system
Volume:=: Capacity — 7864880 Free - 7868768 Deleted — HHAABAA.

BlueFusions >

You have now successfully made use of the extra memory in your controller. To make
further use you may begin adding virtual directories and mounting other flash area’s to
the root drive as desired, referencing Chapter 3. It is now necessary to either install
WebMON or the WebMON/CTHMI combination file set.

Installing WebMON or WebMON/CTHMI

WebMON requires numerous files and is used as a browser based graphical
administrative front end for the 5200. CTHMI allows a user to publish their own web
pages to a controller, allowing HMI capabilities from within a browser. Only a 5222 may
use the CTHMI option and a controller with greater than 1M of flash is required. The
base 5200 series, typically with 1M of flash are restricted to using WebMON only and
can not run CTHMI files.

The default files required for both types of environments are available on the CTC web
site, Customer Care->Downloads:
http://www.ctc-control.com/customer/idxdownloads.asp

5200:
€9 5200 Firmware Upgrade (includes firmware and tools for R5-252 updates; Zip file, 2.2MB)
9 Mi-404/504 Motion Control Upgrade (2ip file, 353K)

€% Module Upgrade Kit (TED)

o Factory default flash disk contents (no ©T HMI; includes latest WebMON, NOT far use with CT HMI;
Zip file, 1.2MB]

o Factory default flash dizk contents (with CT HMI; includes latest WebMON, for use with CT HMI, 5222
anly; Zip file, 1,6MB)

Reference the two “Factory default flash disk contents” links to zipped downloadable
files. The first is without CTHMI and the second is with it. Each CTHMI installation is
keyed to its serial number, hence installing it on your controller without the option
enabled, and it being a 5222 controller, will cause both WebMON and CTHMI not to
function. To confirm if the CTHMI option is enabled (5222) you may either view the
WebMON Summary tab in Setup, or issue a “get versions” command within telnet:



BlueFuszions>get versions

*Local 52860 Serial Mumber = 18867618
DHS Mame: CTC_BF_ 10069618 DHCP active: HNO
Group Mame:
IPF Address = 12.48.53.243 MAC Address = BACACE?9A66A
Total: DIN =4 DOUT =8 AIN =8 AOUT = 8 HMOTIOM
Base Firmuware Revisions:
Quickstep SHZ Application ups . B2 .71
Quickstep SHZ2 Monitor gL a3 B
CTHHMI Di=zabled
Slot Firmuware Revisions:
@1. Empt aa.8a

The above unit is not enabled for CTHMI since the 11" line from the top lists “CTHMI
Disabled”. It would say “CTHMI Enabled” if active. If you are suppose to have it
enabled, and your unit is a 5222, request the proper key for your unit from Technical
Support and issue the commands detailed in the next section, then return here to load the
proper Flash Disk Contents.

Once the proper files are downloaded and unzipped a “_system” sub-directory will be
available. This is the directory that should be dragged and dropped into an FTP session
initiated with Internet Explorer. Chapter 2 contains information on how to invoke an
Internet Explorer FTP session. With the ftp session in a window and the local PC folder
(extracted file) ‘_system’ within another window, drag and drop the PC _system’ folder
next to (not on top of) the controller FTP window ‘_system’ directory. The contents will
transfer. Sometimes two folders with the name of ‘_system’ will appear. This is a
Windows bug, simply hit refresh on the ftp browser to correct the display.
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™ 5200FactoryDefaultF lashDisk
File Edit ‘Wiew Favorites Tools  Help #

cBack - @ I@ ’OSearch HE_L: Folders v

address | E:\S200F actoryDef aultFlashDisk v B o

5

— .-'-__\_r:
'S ! _swskem

File and Folder Tasks -.3}

Iﬂ Fename this Folder
[ Mave this folder

File Edit Miew Fawvaorites Tools  Help

eBack - @ @ pSearch [Ei Folders v

V_|Gu:| Links %

Other Places

_ayskem
ﬂ Inkernet Explorer
My Documents
g Iy Metwark Places
ser; admin B Internst

Drag and drop the _system folder next to the ftp _system folder (white portion of screen).
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" 5200FactoryDefaultFlashDisk
File Edit Wiew Favorites Tools  Help #

cBack - Q @ pSearch FE"‘ Folders v

Address || EX\S200FackoryDef aultFlashDisk, _V| 50

File and Folder Tasks s syskerm

Iﬂ Rename this Folder

@ Mave this Falder - 951-520001-0001

Fil=  Edit ‘“iew Favorites Tools  Help #’

Copwing 'S200small, gift
Fram 'E:'I,S.ZEIIII.F..actu:uryQEFauII:F.IashDisk'l,_system'l,'-.-'u'el:u'l,assets'l,images' ko

[,
- ]ﬁ Cancel i

Iser: admin | & Inkternet

To verify the files copied properly double click the ftp ‘_system’ folder, then the Web
folder and it should look like the following:

I~ <

lassets! CTHMI ikl jar
o & B B
webmaon index. hkrl ite,css shyle, ces

To determine if the CTHMI version or WebMON only file has been loaded, double click
the jar folder, then right click the mouse and change the View to details, obtaining the file
sizes:
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CTHMIWeb. jar ftp.jar webmon. jar

Wi Thurmbnails

n I 0 Tiles

I:lrrl:.anru;: cons By Sy

FITes List
Detailed View:

E]iCTHMIweb jar 53.2KE Executable JarFile  10{19/2004 5:35 PM
Ftp.jar 42,1 KB Executable Jar File 10/19/2004 5:35 PM
webmon, jar 375 KE  Executable lar File 10/19/2004 5:35 PM

A CTHMIWeb jar file < 300K in size does not contain CTHMI capability. The version
above is the standard factory default without CTHMI. You may test operation by
entering the IP address of the controller within an Internet Explorer browser, a web page
should be invoked, then several seconds later a Java Security dialog box (assuming Java
run-time is installed). Refer to the WebMON manual for further details.

Make sure you reset the controller after reflashing the Flash Disk.

Enabling CTHMI with Key Code

CTHMI capability must be part of the original factory order, basically a 5222, and
requires > 1M of flash storage. Typically the base unit is shipped with SM of flash.
Although the configuration enabling CTHMI should never be lost, it can be recovered
using the following process.

1. Obtain a key code from CTC Technical Support for your controller. Its serial
number would be required. For example the key code for serial number “100-
73237 would be BE-CTHMI-432040.

2. Issue the following commands via telnet:

BlueFusions*enabhle CTHMI BF—-CTHHMI-4320848
SUCCESS: CTHMI Mode enabled. write 1 to 28876 to zave.

BlueFuzions>»2080%76 =
20096 = 1

BlueFusions*enahle CTHMI
SUCCESS: CTHHMI Mode is enabled.

BlueFusions >

It is not necessary to reboot the controller. The final command ‘enable CTHMI’ was to
verify that it is truly enabled. You may also use the “get versions” command to verify
that CTHMI is enabled:



BlueFusion/>get versions

*Local 5200 Serial Humber = 18873237
DHS Mame: CTC_BF_18@873237 DHCP active: YES
Group MHame:
IPF Address = 12.48.53.5 MAC Address = BACACE??B495
Total: DIHN =4 DOUT =@ AIH =8 A0UT = 8 MOTIOM
Baze Firmuware Revizions:
Quickstep SH2 Application Uas 8831
Quickstep SHZ Monitor Upas.@3 B
CT webHMI Enabled
Slot Firmuare Revizions:

Note the 11" line, CT webHMI Enabled.



